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Coaep:xanue (padouasi nporpamMma)

Mecro aucuumuinabl B cTpykType OI1

[Tnanupyemsble pe3yabTaThl 00y4eHUs 110 TUCHMIUIMHE, 00eCIIeYnBatOLINe JOCTHKEHUE
IUTAHUPYEMBIX PE3yJIbTaTOB O0YUSHHS IO IPOrpamMmMe

O0BeM U BUIBI YIEOHOU PabOThI
Coneprxkanue TUCIUILTAHBI
MarepuaabHO-TEXHHUYECKOE M YIeOHO-METOINYEeCKOe 00ecieueHNe TUCIIUTUTHHBI

®DOoH/T OIIEHOYHBIX CPEJICTB IO JUCIUIUINHE

Crp.



Lenpto u3y4yeHHS TUCHMIUIMHBI  SBJIeTCS  (OPMUpPOBAHHME pe3yJIbTaToB  OOyueHUs,
o0ecreunBaroIuX JOCTHKEHNE TUIAHUPYEMbIX PE3yJIbTaTOB OCBOCHHSI 00pa30BaTeIbHON MPOrPaMMBI.

1. MecTo nucuunjnnbl B cTpykrype OII

Jucuunnuna MHdopmanonHas 6€301MacHOCTh BXOIUT B 4acTh, (popMmupyemas ydacTHUKAMU
oOpa3oBaTenbHBIX OTHOIIEHUH O0Kka b1./lucuummmnel (MOLyIm)

[IpenmecTByronye AUCHUILTAHBI [0 CBSA3SIM KomrieTeHIui: O0iadyHble TEXHOJIOTUU U YCIIyTH,
WutemiektyanbHble  MH()OpPMAIMOHHBIE  CHCTEMBl, BBIYMCIUTENbHBIE  CHUCTEMBI, CETH H
TeleKoMMyHUKaluu, OCHOBBI MPOEKTHOM AesTenbHOCTH, VHXKeHepus 3HaHui, XpaHeHue, 00padoTka u
aHaIU3 JAaHHBIX, CHCTEMbl HCKYCCTBEHHOI'O HHTEJIEKTa, MeToJpl ONTUMHU3ALUU U TEOpUs UIp,
Pa3paboTka uHTepdeiicoB u amantuBHbIM Beb-nuzaitn, TexHosoruu paboThl B COLMAIBHBIX CETHX,
HNHpopManinOHHO-KOMMYHHUKALMOHHBIE TEXHOJOTHMH B NPOPECCHOHATBHON nesTenbHOCTH, OCHOBBI
AITOPUTMU3ALMK U NporpaMMupoBaHusi, COBPEMEHHbIE TEXHOJIOTMM U S3BIKM IPOrPAMMHUPOBAHMS,
Bcerpoennsle s13p1ku nnporpaMmupoBanusi, Opranusanysi BBIMUCIUTENbHBIX [TPOLIECCOB

[Tocnenyronne AUCUMILIUHBL 1O CBA3sIM KommereHuui: [IpoektupoBanne MHPOPMAIIMOHHBIX
cucreM, Ympaenenune WT-mpoexktamm, Pa3zpaborka MOOWIBHBIX mpuiokeHuid, MHTEpHeT-
MpeIPUHUMATEIBCTBO, YIIPAaBICHUE KauyeCTBOM pa3pabOTKU MpHiiokeHuu, [IpoeKTHBI mpakTUKyM,
[ludppoBsie TEXHONOTMU YyIpaBieHHs npeanpusTaeM, CoBpeMEHHbIE IU(PPOBBIE TUIATPOPMEI,
Pa3paboTka nmpodeccrnoHanbHbIX TPUI0KEHUN

2. [Inanupyemble pe3yJabTaThl 00y4YeHUs N0 TUCIHUILIHHE, 00ecTeYnBalOIHe JOCTUKEHH e
IVIAHUPYEMBIX Pe3yJIbTATOB 00YUEeHHUsI M0 MPporpaMmme

Nzydenne nuctmminabl MHOpManmonHas ©6e300acHOCTE B 00pa30BaTENbHOM IMporpamme
HalpaBJIeHO Ha (OPMHUPOBAHUE Y O0YHAIOIUXCS CIEAYIOUMX KOMIIETEHIIMHI:

IIpogeccuonanbubie komnerenuun (I1K):
[1K-2 - CiocoOeH K HHXEHEPHO-TEXHOJIOTHYECKOH MOAIEpHKKE B X0JI€ COTIaCOBaHUS KOMMEPYECKOT0
IPEUIOKEHHS C 3aKa3UUKOM

[Tnanupyembie |[laHupyemble pe3yabTaThl 00y4eHHs MO AUCHUTIINHE

pe3ybTaThI

o0ydeHus 1o

pOrpaMMe

[1K-2 IIK-2.1: 3HaTh: TIK-2.2: YMeTh: [1K-2.3: BnageTs (MMETh

HaBBIKH):

0COOEHHOCTH OCYIIECTBIISTH HaBBIKaMU WH)XKCHEPHO-
WHXEHEPHO - WHXEHEPHO- TEXHOJIOTHYECKON TOIIePKKU
TEXHOJOTHYECKOMH TEXHOJIOTHYECKYIO B XOJI€ COTJIACOBAHUS
MOJJEPKKH B XOJIE MOJIZIEPKKY B XOI€ KOMMEPUYECKOTO MPEeI0KECHHUS
COTIJIaCOBAHUS COIJIaCOBaHUS C 3aKa34YHKOM
KOMMEPUYECKOTO KOMMEPUYECKOT0
TIPEITIOKEHUS C TIPEITIOKEHUS C
3aKa34YUKOM 3aKa34YUKOM

[TK-4 - CriocoGeH k BepupUKaluu CTPYKTYphI IporpaMMHOro kojia MC 0THOCUTENBHO apXUTEKTYPBI

WC u TpeboBaHI

¥ 3aka3unka k UC

IInanupyemsie |IliiaHupyembie pe3yJibTaThl 00YUYECHHUS 10 AUCHHIINHE

pe3ybTaThl

00y4eHus 1Mo

IporpaMMme

I1K-4 ITK-4.1: 3Hats: [1K-4.2: Ymerts: [1K-4.3: Bnangets (MMeTh

HaBBIKH):

0COOEHHOCTH BepU(pULIIPOBATH HaBBIKAMHU BepU(DUKALUU
BepUpUKaLUU CTPYKTYpY HNPOrPaMMHOIO |CTPYKTYpPHbI IPOrPAMMHOTO
CTPYKTYpBbI koga MC otHOCUTENBHO koga MC otHOCUTENBHO
nporpammuoro koga MC |apxurektypsl UC n




OTHOCHUTEIILHO
apxutektypbl UC u
TpeOoBaHMII 3aKa3unKa K

4(@

ncC

TpeOOBaHUI 3aKa3unKa K

apxutekTypbl IC u
TpeboBanHwmii 3aka3zunka k M1C

3. O0beM U BUABI YUeOHOI padoThl

VY4eOHBIM MJIAaHOM MPETyCMaTPUBAIOTCS CIIEAYIONINE BUABI Y4eOHON paObOThI MO AUCITUTINHE:

Ounas popma o0yueHust

Buabl yueOHol padoThI

Bcero gac/ 3.e.

Cem 6
KoHTtakTHas paboTa, B TOM 4uCIIe: 74.3/2.06
3aHsTHS TEKIIMOHHOTO THIIA 36/1
JlaGopaTopHbie paboThI (1a00paTOPHBIN NPAKTUKYM) 36/1
NunuBunyanpHas kontaktHas padota (MKP) 0.3/0.01
I'pynnosas koHtaktHas padota (I'KP) 2/0.06
CamocrosiTenpHas pabora: 35.7/0.99
ITpomexxyTouHast aTTecTarus 34/0.94
Bua npoMexyTo4HOM arTecTanyu:
DK3aMeH DK3
OO6mias Tpya0eMKOCTh (00BEM YacTu 00pa30BaTEIHLHOM
nporpammsl): Yacer 144
3ayeTHbIE €UHUIIEI 4

3a04uHast popma

Buabi yueOHol padoThl

Bcero gac/ 3.e.

Cem 7
KoHTtakTHas paboTa, B TOM 4uCIe: 6.3/0.18
3aHsTHS JTEKIIMOHHOTO THIIA 2/0.06
JlaGopaTopHbie paboThI (1a00paTOPHBIN NPAKTUKYM) 2/0.06
NunuBunyanpHas kontaktHas padota (MKP) 0.3/0.01
I'pynmoBast koHTakTHast pabota (I'KP) 2/0.06
CamMocTosTenpHas padbora: 103.7/2.88
ITpoMexyTouHas aTTecTanus 34/0.94
Bua npoMexyTouHOI arTecTanyu:
DK3aMeH OK3
OO6mias Tpya0eMKOCTh (00BEM YacTu 00pa3oBaTEIHLHOM
nporpammsl): Hacsl 144
3a4eTHbIe €IUHUIIEI 4

4. Conep:kanue JUCHUIITHHBI

4.1. Pazoenbl, membl OUCUUNTUHBL U 6UObL 3AHAMUIL:
TemaTtuueckuii maH quciuILIMHEBI MH(bOpMaIMoHHas 6e301acHOCTh MPEICTABIICH B TAOIHUIIE.

Pa3zle.111>1, TeMbl JUCHMILIMHBI M BUJBI 3AHATHH

QOunas popma o0yueHust

KonTakTHasi padora

3ansTHs
CEMHUHAPCKOTro
Ne HaumeHnoBanue TeMbl = THNA
n/m (pasaesa) AMCHUIIHHBI g
£

JlaGopar.
pa6oThI

HUKP
I'KP

CamocrosiTeJbHas

pabora

Ilnanupyemsle
pe3yJIbTaThl
0o0y4yeHusi B

COOTHOILLICHUH C

pe3yJbTaTaMu
00yuyeHus1 mo

o0pa3oBaTeIbLHOM
nporpamMmme




OpranuzanoHHbIE CPEACTBA TK-2.1, TIK-2.2, TIK
1. 3aIATH! MH(OPMALLIH 18 18 0,15 1 20 |-2.3,IIK-4.1, [IK-
) 4.2, T11K-4.3
TexHuueckue u NporpaMmMHbIe IK-2.1, I1K-2.2, TIK
2. |cpenctBa 3amuThI 18 18 0,15 1 15,7 |-2.3,1IK-4.1, IIK-
nH(popMaIuu. 4.2, I1K-4.3
Kontposn 34
Hroro 36| 36 | 03 | 2 | 357
3a04Has ¢popma
KonTakTHas padora = Iliianupyembie
3ansaTusn : pe3yabTaThl
CEMHHApPCKOIro é « Oﬁyqeﬂﬂﬂ B
Ne HaumeHoBaHHe TeMbI = THia a o :F: § | coorHomenun c
/T (pa3aeJsia) AMCUUNJIMHBI g £ 7 = =< S 'S pe3yJbTaTamu
= =5 a ~ g = o0yueHus o
E E 5 o0pa3oBaTe/IbHOM
nporpamme
OpranuzainyoHHbIE CPECTBA TK-2.1, TIK-2.2, TIK
1. samTH! MHbOpMAIIH 1 1 0,15 1 53,7 |-2.3,I1IK-4.1, TIK-
' 4.2, 11K-4.3
TexHuuyeckue u NporpaMmMHbIe [1K-2.1, TIK-2.2, TIK
2. |cpenctBa 3amuThI 1 1 0,15 1 50 |-2.3,IIK-4.1, IIK-
nH(popMaIuu. 4.2, I1K-4.3
KoHTpomn 34
Hroro 2 | 2 | 03 | 2 [1037

4.2 Cooepicanue pazoenoe u mem

4.2.1 KonrakTHas padora

TemaTnka 3aHATHI JeKIIHOHHOT'0 THIIA

HaumeHoBaHue TeMbl

Buj 3ansiTus

Neni/m (pa3nena) « | TeMaTHKa 3aHATHS JEKIIHOHHOI0 THIIA
o — JIEKIIHOHHOI'0 THIIA
1. |OpranuzanuoHHbIe JTEKIS Crangapruzanus B ynpasieHauu Ub.
CpPEACTBA 3aLUThI JIEKIUS ITonutuka Ub npepnpusitus.
vHpopMaImy. JICKIIHS JKu3HeHHbIN UK noautuku M1b.
JIKIUS Boinonnenue noautuku Mb.
JIEKLUS IIpoueccHsii moaxox K ynpasiieHuro 1b.
JICKIHSI Pucku b n nx ananms.
JIKIUS Cucrema ynpasinenus Ub.
JIEKIUS Buenpenue CYUB.
IlepedyeHb KOHTPOJIBHBIX TPOLIEAYD MO
JeKIus obecnieuennto b B cooTBeTcTBUM C
JYYIIUMHA MEKIYHAPOIHBIMU IPAKTUKAMH.
2. |Texnwmueckue u JIEKIUS baszosbie npuHnmns Mb.
IIPOrpaMMHBIE CPEACTBA JEKLUSI Yrpo3sl b B KOMIBIOTEPHBIX CETSIX.
3aIUTHI HHPOPMALIUH. J— [IporpammHo-TexHHUeckuil ypoBeHb Ub.
ApPXUTEKTYpHasi 6€301aCHOCTb.
JR— 3amuTa HHPOpPMAIUH OT YTEUeK M0
TEXHUYECKUM KaHajaM.
3anmTa NporpaMMHBIX CPEACTB OT
JIeKIHS HECAaHKI[MOHUPOBAHHOI'O KOIIMPOBAHUS U

HCCIIEIOBAHUA.




3amuta ot HC/] B onepaiMOHHBIX CHCTEMax

eI Windows u Unix
Wnentudukanus u ayreHTUGUKanus

JIEKIHS N0JIb30BaTENIEeH, YIIPaBICHUE JOCTYIIOM.
IIpoTOKOIMpPOBaHUE U Ay UT.

R— Kpunrorpaduueckue meroast 31,
XEUINPOBAHKE, CTeraHorpadus.

JICKISI CpezcTBa aHTUBUPYCHOM 3alLIUTHI.

*JIEKIIMK 1 WHBIE YICOHBIE 3aHATHSA, PEIyCMAaTPHUBAIOIINE TPEUMYIIIECTBEHHYIO Tepenady yueOHoH HHPOpMAITHH
neaarortyeCKuMu pa60THI/IKaMI/I opranu3anv 1 (I/IJ'II/I) JIMIaMu, NPUBJICKAEMbBIMU OpIt aHHBaHHCfI K peajin3annun
O6pa3OBaTCJ'II)HI)IX ImporpaMm Ha MHBIX YCJIOBUAX, O6y‘la}OHII/IMC$1

TemaTuka 3aHSITHI CEMMHAPCKOI0 THIIA

HaumeHoBaHNe TeMbI

Buj zansarus

Nen/m (pa3nena) x5 | TEMATHKA 32aHATHS CEMHUHAPCKOIr0 THIIA
o — CEMHHAPCKOro THIIA
1. |OpranuzanuoHHbIe N3y4yeHne 0CHOBHBIX
CpEeJICTBA 3aIUThI n1abopaTopHble pabOThl |HOPMAaTUBHOIPABOBHIX JOKYMEHTOB B
uHpOpMaIUu. cepe 3amuThl JAHHBIX

Nzyyenne nHHOpMAaLIMOHHBIX CEPBUCOB

71abopaTopHble PabOTHl  |[JIsI MOTYYEHMSI JaHHBIX 00 OpraHu3anusax
WJIU TpaXkaaHax

nabopatopusie padoTel  |[Tomutnka b

nabopaTopuble paboTel  |Mosenb yrpo3 v MoJieIb HAPYIIUTEIs

naGopaTopHHie paboTE! W3y4yeHne KOMIUIEKCHBIX TPEOOBaHUHN K
cucreme 31
dopMUpOBaHUE NIEPEUHS

nmabopaTopHble paboThl  |KOH(MUACHIIMATBHBIX JOKYMEHTOB B
OpraHu3aiu
WNHBeHTapu3anus akTUBOB, AaHAJIU3

71abopaTopHble PaOOThl  [3AIIMINEHHOCTH U YIIPABICHHUE
WHLWJICHTaMU

sa0opaTopHble paboThI V3yueHue Mex1yHapoHOro
3aKoHOAaTenbCTBa B cepe 31

nabopaTopHble paboTel |AHaIN3 00BEKTa 3aIHUTHI

2. |Texumueckue u N3y4yeHne aHTUBUPYCOB M MEKCETEBBIX

IIpOrpaMMHBIE CpPe/ICTBA
3alIUThI UH(OPMALIHH.

nabopaTopHEIE pabOTHI

IKPaHOB

nabopaTopHbIe PabOTHI

N3yuenue DLP -cucrem

nabopaTtopHbIe PabOTHI

3HaKOMCTBO ¢ HHCTpyMeHTamu «CKaHep-
BC», ITSM- undpa-menemrep, R-Vision

nabopaTopHbIe PabOTHI

3HAKOMCTBO C POrPaMMHBIM
aHaJIM3aTopoM TpadurKa Ha Ha IpUMepe
Wireshark

nabopaTopHbIe PadOTHI

KoHTpoJIb 1IET0CTHOCTH TPOTPaMMHOM
CpeJibl

nabopatopHbie paboThI

[IpoBepka pa3zpemnTenbHON CUCTEMBI
JocTyna

nabopaTopHEIE pabOTHI

N3yuenune meronos 3amutsl oT HC/I B
onepannorHoi cucteme Windows

nabopaToOpHEBIE pabOTHI

N3yuenue metonos 3amutel or HC/I B
ornepannoHHoi cucteme Unix

nabopaTopHEBIE pabOTHI

N3yuenne nmporpamm noucka u
rapaHTUPOBAHHOTO YHUYTOKECHHUSI
nH(popMaIy Ha AUCKax

**

AHAJIOTUYHBIC 3aHATHUA

CCMHUHAPBI, IMPAKTUYCCKUC 3aHATHUA, MNPAKTUKYMBI, J'Ia60paTOpHLIC pa6OTI>I, KOJUIOKBUYMBI

U HHBIC




HNuas koHTaKkTHasi padora

ITpu nposenennn yueOHbIX 3aHsATHI CI' DY obecrieunBaeT pa3BuTHE y 00YUaIOIIUXCSl HABBIKOB
KOMaHJHOW paboThl, MEKIMYHOCTHOM KOMMYHHUKAIlUM, NPUHATHUSA PEIICHUH, JMACPCKUX KauecTB
(BKJIIOUAs TPU HEOOXOMMOCTH MPOBEACHNE HHTEPAKTUBHBIX JIGKLIUH, TPYIIOBBIX AUCKYCCUH, POJIEBBIX
UI'p, TPEHUHIOB, AHAJIM3 CUTYallui 1 HMUTALIMOHHBIX MOJEIIeH, TpernoaBaHue IUCHUILIMH (MOIyJIel) B
dopMe KypcoB, COCTAaBIICHHBIX Ha OCHOBE pE3yJIbTaTOB HAYYHBIX HCCIICAOBAHUM, MPOBOJUMBIX
OpraHu3alyei, B TOM YHUCIIE ¢ yYETOM PErnOHAIbHBIX 0COOEHHOCTEHN MPOohecCHOHATBHON AEATEIbHOCTH
BBIIIYCKHHMKOB U IIOTpeOHOCTEN paboToaaresei).

@opMbl U METOAbI IPOBEAECHUS HMHOH KOHTAaKTHOM paboThl NpHBeIeHbl B MeToauuecKux
yKa3aHUIX 110 OCHOBHOM MpodeccHoHanbHOM 00pa30BaTeIbHOM MporpamMmme.

4.2.2 CamocTosiTeJibHasi padoTa

HauMenoBanue TeMbl (pa3aeJa .
Neni/n (p ) Bua camocrosiTeJibHOM padoThl ***
JUCHMILIMHBI
Opranu3zanvoHHbIE CPECTBA 3AIUTHI - MIOATrOTOBKA JOKIaaa
1. |uadopmanun. - TIOATOTOBKA 3JIEKTPOHHON IIPE3CHTAUN
- TECTHPOBAHHUE
TexHu4yeckue u MporpaMMHbIE CPEACTBA - MOJTOTOBKA JTOKIa1a
2. 3aIIUTHL HH(bOpMaI_II/II/I. - IOAT0TOBKa SHCKTpOHHOP'I MMpE3CHTAllUN
- TECTUPOBAHHE

*** camocTosTeabHas paboTa B ceMecTpe, HallMcaHue KYPCOBBIX padoT, JOKIIAIOB, BRIMTOTHEHHE KOHTPOIBHBIX

paboT
5. MaTtepuajibHO-TEXHUYECKOE 1 Y4eOHO-MeToInYeCcKoe o0ecrevdeHne T CIHUTITHHbI

5.1 JInteparypa:

OcHoBHas JIUTEepaTypa

1. CyBopoga, I'. M. HMudopmarmonHas 6e30nacHOCTh : yueOHOe mocodue mist By3oB / . M.
CyBopoBa. — Mocksa : M3narensctBo Opaiit, 2023. — 253 ¢. — (Bricmee obpazoBanue). — ISBN
978-5-534-13960-0. — Texkcr : anexTpoHHbIi / Obpa3oBatenbHas miaatrgopma FOpaiir [caiit]. — URL:
https://urait.ru/bcode/519780

JlonoJiHUTeIbHAS JIUTEPaTypa

1. 3enxoB, A. B. HNHpopmannonnas 6e3omacHoCTh U 3amuTa HHopMaIun : yuebHoe mocodue
TUIst By30B / A. B. 3eHKOB. — 2-¢ u3]1., mepepad. u gon. — Mocksa : M3natensctBo FOpaiit, 2023. — 107
c. (Beiciee  obpazoBanme). — ISBN 978-5-534-16388-9. — Tekct : »neKTpoHHBIH //
O6pa30BaT€J'II>Ha$I wiargopma FOpaiir [caiit]. — URL.: https://urait.ru/bcode/530927

Jlutepatypa Il CAMOCTOSATEJILHOTO U3yYeHUs!

1. AGnenoB, A. XX. CoBpeMeHHbIE CUCTEMBI yNpaBieHUus UH(OOPMAIIMOHHON 0€30MacCHOCTHIO:
yueOHnoe nmocodue / A. XK. Adnenos, I'. A. [lponosa, B. A. Tpymn. — HoBocubupck: HI'TY, 2017. —
48 ¢. — URL.: https://e.lanbook.com/book/118224

5.2. [lepeyeHsb JUIEH3HOHHOTO MPOrPAMMHOI0 00ecneyeHust

1. Microsoft Windows 10/11 wiau GNU/Linux Ubuntu 23.04

2. Microsoft Office 365/2021 (Word, Excel) wmu LibreOffice 7.6

3. WinDjView

4. Device Lock [lemo-Bepcusi, cuctema DLP

5. 10Ckanep —BC (ckaHep cetu, 1eMOo-BEPCHsI)

6. Terrier (Ilporpamma moucka U rapaHTUPOBAHHOTO YHUUTOXXEHHsSI MHGOpPMAIMU Ha JIMCKaX,
JIEMO-BEPCHSI)

7. «PeBuzop 1 XP», «PeBuzop 2 XP»

8. DUMKC (KOHTpOJIb LETOCTHOCTU IPOIPAMMHOM CpENbI 1EMO-BEPCHUS)

9. 10Crpaiik (MHBeHTapu3anus pecypcoB B CE€TH, 1EMO-BEPCHSI)

10. Uadpa Menemxkep-Service Desk (YrpaBnenue 3asiBkaMu, 1eMO-BEPCHsI)



5.3 CoBpeMeHHbIE NPo(eccHoHAIbHBbIE 0a3bl JaHHBIX, K KOTOPbIM 00ecneYnBaeTcsi 10CTy N

00y4yarIMXCcs

1. IIpodeccuonanpras 6a3a maHHbIX «MHPOpMaIIMOHHBIE CUCTEMBI MUHHCTEPCTBA
sKOHOMHUEeCcKOoro pa3BuTus Poccuiickoit @eneparuu B cetn Untepuer» ([lopran «OdpunmansHast

Poccus» - http://www.gov.ru/)

2. [Ipodeccrnonanphas 6a3a naHHbIX «DUHAHCOBO-IKOHOMHYECKHE TIOKa3aTenu Poccuiickoii
Ddeneparuny (Odunuansueiii caiit MunnctepeTa punancos PO - https://www.minfin.ru/ru/)

3. [IpodeccuonanvHas 6a3a nanubix «OdunmansHas cratuctukay (OPumansHbIA calT
denepanbHO CayKObI FTOCYIaPCTBEHHOM CTaTUCTUKH - http://www.gks.ru/)

5.4. UHpopMalMOHHO-CTIPABOYHbIE CHCTEMbl, K KOTOPHIM o0ecle4YnBaeTcsi JA0CTYyN

00y4arIuXxcs

1. CnpaBouHo-tipaBoBasi cuctrema «Koncynprant [lntocy
2. CpaBouno-tipaBoBasi cucrema «["’APAHT-Makcumym»

5.5. CnenuajbHbIe IOMEIIEHHU

Y4eOHbIe ayAUTOPUH IS TPOBEICHUS
3aHATUN JIEKUMOHHOT'O THIIA

KommiekTsl yueHnueckon Mebenu
MynbTUMEAUIHHBIN TPOEKTOP
Jlocka

DKpaH

VYuebHble ayIMTOPUH U1l IPOBEICHUS
IPAKTUYECKUX 3aHATUHN (3aHATHH
CEMHMHAPCKOI'0 THIIA)

KomruiekTsl yueHnueckoi medenn

MynbTUMEAUIHBINA TPOEKTOP

Jlocka

OKkpaH

Kommnbrorepsl ¢ BbixooM B ceTh «MHTEpHET M1 DNOC
CI'Dy

Y4eOHble ayIUTOPUU I TPYIIOBBIX U
WHJIUBUTyTbHBIX KOHCYJIbTAIUNA

KomruiekTsl yueHnueckoi medenn

MynbTUMEANIHBINA TPOEKTOP

Jlocka

OKpaH

Komnerorepsl ¢ BeIxo1oM B ceTb «MHTepHE™ 1 ONOC
CI'oy

VY4eOHble ayAUTOPUH [T TEKYIIETO
KOHTPOJISI U TPOMEXYTOUYHOM aTTecTalun

KommekTsl yueHnueckoi medenu

MynbTUMEANIHBINA TPOEKTOP

Jlocka

OKpaH

Komnerorepsl ¢ BeIxo1oM B ceTb «MHTepHe™ 1 ONOC
CI'ay

[TomenieHus A CaMOCTOSITENILHOM pabOTHI

KommuiekTs! yueHndeckoit medenu

MynpTUMEAUNHBIN TPOEKTOP

Jlocka

OKpaH

Komnerorepsl ¢ BeIxo1oM B ceTb «MHTepHE™ 1 ONOC
CI'oy

HOMGHIeHI/ISI AJI XpaHCHUA U
npoUIAKTHIECKOTO 00CTY>KUBAHUS
000pyTOBaHUS

KomrmuiekTs! cnenuanin3upoBaHHON MeOenu At
XpaHeHUs1 000PY0BaHUS

5.6 JlabopaTopuu u J1abopaTopHoe 000pyT0BaHHE

6. @OoH/ O1LIEHOYHBIX cpeacTB Mo AucuuiinHe MHdopmanuonHas 6€30MacHOCTD:

6.1. KonTpobHbIe MEPONPUSITHS 10 TUCIUTINHE



https://www.minfin.ru/ru/
http://www.gks.ru/

DopMa KOHTPOJIS OT™MeTHTH
Bua kouTpoJs HysHoe
3HAKOM
«+»
Tekyuii KOHTPOJIb OlLieHKa JI0KJIAJIOB +
Y CTHBIN/TIMCEMEHHBIN OMPOC +
TectupoBanue +
[IpakTyeckue 3agauu +
OneHka KOHTPOJIBHBIX padoT (U1 3a04HON +
dbopmbl 00yUeHNMS)
IIpoMeKyTOUYHBIN KOHTPOJIb | DK3aMeH +
Iopsinok mnpoBeAeHHs MepPONPHUATHH TEKyLIero M MPOMEXKYTOYHOIO KOHTPOJISA

onpeneasiercss MeToau4ecKUMH YKa3aHUSIMU 110 OCHOBHOM npogdeccuoHaJIbHON 00pa3oBaTe/LHOMI
nporpamMMe Bbiciiero oopaszoBanusi; IlosoxkeHueM 0 0a/NIbHO-PETHHIOBON CcHCTeMe OLEHKH
ycneBaeMoCTH OOYYAKIIUXCS 1O OCHOBHBIM 00pa30BaTeIbHbIM MPOrpaMMaM  BbICIIEr0
o0pa3oBaHusi — mporpaMmMaM 0akajaBpuaTa, NporpaMMaM cHelUAJTUTeTa, IPOorpamMmMam
MarucTparypbl B ¢eepajbHOM rocyIapCTBEHHOM ABTOHOMHOM 00pa30BaTeIbHOM YUpe:KIeHUH
BbIcLIEero o0pa3oBanus «CaMapcKuil rocy1apCTBEHHbIH 3IKOHOMHYECKUI YHUBEPCUTET».

6.2. [Inanupyemble pe3yabTaThl 00yUeHHs M0 AUCUUILINHE, 00ecnieHUBaIOIINe JOCTHKEHUe
IVIAHUPYEMBIX Pe3yJIbTaTOB 00yUYeHusi 0 MporpaMmme

IMpodeccnonanbubie komnerenuun (IK):
[TK-2 - Crioco0eH K MHXEHEPHO-TEXHOJIOTHYECKOH MOICPKKE B XOC COTIACOBAHUS KOMMEPUYECKOTO
NPEJIOKEHHS C 3aKa3YUKOM

[Inanupyembie |[l1aHupyemble pe3yJibTaThl 00YyUEeHUSs M0 TUCHHUILINHE

pe3yJIbTaThl

00yueHus 1o

MporpamMmme
I1K-2.1: 3nats: [1K-2.2: Ymerts: [1K-2.3: Bnagets (uMeTh

HABBIKH):

0COOEHHOCTH OCYIIIECTBIISATh HaBBbIKAMH UHKEHEPHO-
WHKEHEPHO - WH)XEHEPHO- TEXHOJIOTHYCCKOM
TEXHOJIOTHYECKON TE€XHOJIOTUYECKYIO MOJAEPKKU B XOJ1€
MOJAEPKKH B XOJI€ MOJJEPKKY B XOA€ COTJIaCOBAHMS
COTJIaCOBaHMS COrJIaCOBaHMUSA KOMMEPUYECKOT0
KOMMEPYECKOTO KOMMEPYECKOT0 MPEJIOKEHUS C 3aKa3YUKOM
MIPETIOKEHUS C MPEIJIOKEHUS C
3aKa3UMKOM 3aKa34YnKOM

IToporossiii YCcBOEHO OCHOBHOE BrimonnasioTcs He Bce Bnanenue He BceMu

coJiepKaHue, HO
u3Naraercs
dbparmMeHTapHo, HE
BCerja
MOCIIEI0BATENBHO,
ONpeAEIeHUs IIOHATUI
HEJ0CTAaTOYHO YETKHE,
HE UCTOJIB3YIOTCS B
KaueCcTBe
JI0KA3aTeNbCTBA BHIBOJIBI
1 00001IeHHS U3
HaOJII0ICHUM,
JTOTTYCKAIOTCsI OIITUOKHU B
WX U3JI0KEHUH,
HETOYHOCTH B
npohecCHOHABLHOM

onepauuu IeUCTBuUA,
JIOTYCKal0TCs OMUOKU B
MOCJIeIOBATEIPHOCTH UX
BBITIONTHEHUS, IEHCTBUE
BBITIOJIHACTCSA
HEI0CTaTOYHO OCO3HAHHO

HEOOXOIMMBIMU HaBBIKAMH,
UMEIOIUIICS OMBIT
(¢parmMeHTapeH




CranpapTHbIit
(B momoTHEHUE
K [IOPOTOBOMY)

OrnpenenieHust MOHATUIA
JTAIOTCSl HETOJIHbIE,
JIOITy CKaeTCst
HE3HAaYUTeNbHbIE
HApYIICHHS B
MOCIIEI0BATEIbHOCTH
H3JI0KEHMS, HEOOIIbIINE
HETOYHOCTHU PH
MCIOJIb30BaHUU
Hay4HbIX KaTE€rOpUH,
(hOpMYITUPOBKHU

Brimonnasiorcst Bce
omnepanuu,
MOCJIEIOBATEIILHOCTD MX
BBITIOJTHCHUS
COOTBETCTBYET
TpeOOBaHMAM, HO JICHCTBHE
BBITIOTHSCTCS
HEJ0CTATOYHO OCO3HAHHO

B nenom Bnanenue
HE0OXOIUMBIMU HAaBBIKAMU
U/UIA UMEET OIIBIT

[ToBbllICHHBIH

(B momonHeHue
K [IOPOTOBOMY,
CTaH/IapTHOMY)

YETKO U MpaBUIBHO
JIAI0TCsL ONIPEACIICHHUS,
MIOJIHO PaCKPBIBAETCS
coEep)KaHUE TTOHATHH,
BEPHO HMCHOJIb3YyETCA
TCPMHHOJIOI'UA, ITPU 3TOM
OTBET CaMOCTOSATEIIbHBIH,
HCIIOJIb30BaHbI paHee
NpHOOPETEHHBIC 3HAHUS

Boinonustores Bce
oTepaluH,
MOCIIEZIOBATEILHOCTD UX
BBITIOJIHEHUS JOCTATOYHO
XOpOIIO MPOIyMaHa,
NCHCTBHE BBITIONHSCTCS B
1L[EJIOM OCO3HaHO

Bnanenue Bcemu
HEO00XO0IMMBIMHU HaBBIKAMH
W/AIH UMEET OIIBIT

[1K-4 - Cioco6eH k BepuduKanuu CTpyKTyphl IporpaMMHOTo koja UC OTHOCHTEBHO apXUTEKTYPhI
W C u tpeboBanmii 3akazunka k UC

[Tnanupyembie |([l1aHupyemble pe3yJbTaThl 00yUeHUs MO JUCHUIIMHE

pe3yJIbTaThl

00yueHus 1o

porpamMmme
IIK-4.1: 3HaTh: I1IK-4.2: YMeTh: [1K-4.3: BnageTs (MMETh

HABBIKH):

0COOEHHOCTH BepU(PHUITUIPOBATH HaBBIKAMH BepHQPUKAITTT
BepUpUKAIN CTPYKTYPY MPOTPAaMMHOTO |CTPYKTYpPBI IPOrPAaMMHOTO
CTPYKTYpPBbI koxa MIC oTHOCHTEIIBHO kona MC oTHOCHTEIIBEHO
nporpammuoro kona UC |apxurextypst UC u apxutektypsl UC u
OTHOCHUTEIBLHO TpeOoBaHMil 3aka3unka K |TpeboBaHMil 3akazunka k UC
apxutektypbl IC u nc
TpeOoBaHUIl 3aKa3unKa K
4(®

IToporossiii Y CBOEHO OCHOBHOE BrinmonHsroTcs He Bce Bnanenue He BceMu
coAepKaHue, HO oTiepalvy IeUCTBHUS, HEOOXOIMMBIMU HAaBBIKAMH,
n3jaraercs JIOTTYCKAIOTCA OIMUOKUA B |UMEIOIIHIICS OMBIT
dbparmMeHTapHo, HE MOCJIeIOBATEILHOCTH UX  (PparMeHTapeH
Bceraa BBIIIOJIHCHUS, ICCTBHE
IMOCJICIOBATEIILHO, BBIIIOJTHSIETCS
ONpe/IeJICHUsI MOHATUM  |HEJOCTaTOYHO OCO3HAHHO
HEIO0CTATOYHO YETKUE,
HE UCIONb3YIOTCA B
KayecTBe
JI0Ka3aTelIbCTBA BEIBOJIBI
1 0000IIeHNU U3
HaOJII0ICHUM,
JIOTTY CKAIOTCsI OIITUOKHU B
HX H3JI0KSHHH,
HETOYHOCTHU B
npodhecCHOHATBLHOM

Cranmaptaeiii  [Onpenenenus nmoHATHN  |BeimonHsroTCS BCe B niestom Branenue

(B TOTIOTHEHHUE
K IOPOTOBOMY)

JIAI0TCS HETIOJIHBIE,
JIOTTYCKaeTCsl

oleparuu,
110CJIEI0BATEIBHOCTD UX

HeOOXOAUMBIMU HABBIKAMHA
W/WIIM UMEET OTIBIT




HE3HAYUTEIIbHBIE BBITIOJTHEHUS

HapyLICHUS B COOTBETCTBYET

IIOCJIEI0BATEIbHOCTH TpeOOBaHUsM, HO JIciicTBHE

U3JI0KEHNUs1, HEOOIbIINE |BBIIOIHAETCS

HETOYHOCTH IIpU HEJIOCTATOYHO OCO3HAHHO

HCII0JIb30BaHUNU

Hay4HbIX KaTE€rOpUH,

(hOpMYITUPOBKHU
IloBbimieHHusi  [YETKO M IPaBUIIBHO Brmonnstores Bce Buianenue Bcemu
(B IOTIOJIHEHME |AIOTCSI ONpEAEIeHUs,  |OlepaluH, HE0OXOIMMBIMU HaBbIKAMU
K I[IOPOTOBOMY, [IOJIHO pacKpbIBaeTCs MOCTIeIOBATEIbHOCTD UX  |M/MII UMEET OTIBIT
CTaHJApTHOMY) [comepikaHue MOHATUH, |BBINOJIHEHUS 1OCTaTOYHO

BEPHO HCIOJIb3YyETCA XOpOILIO IIPOJlyMaHa,

TEPMHMHOJIOTHS, IIPU 3TOM|ICUCTBHUE BBIIIOJIHAETCS B

OTBET CaMOCTOSATEIIbHBIN, [LI€JIOM OCO3HAHO

HCIIOJIb30BaHbl paHee

IPUOOPETEHHBIE 3HAHUS

6.3. HacnopT OLHCHOYHBIX MaTCpHaJIOB

Ne HaumeHoBaHue TeMbI Kountposnpyemsie Bupa xoHTpoOJIsi/HCTIOIBb3YyeMBble
n/n | (pa3zaesia) I CHUNIHHBI IUVIAHUPYeMble OllEHOYHbIE CPeICTBA

pe3yJbTaThl 00yUeHus
B COOTHOLLIEHUH C

pesyJbTaTaMu Texkyummit IIpoMexxyTOYHBIH
00yuyeHus no
nporpamMmme
1. OpranuzaioHHbIC IIK-2.1, I1K-2.2, TIK- O1eHKa JOKIIag0B; OK3aMeH
CpelICTBa 3aIIUTHI 2.3,11K-4.1, [IK-4.2, VY CTHBIN/TTMCHMEHHBIH
nHpopMaIuu. I1K-4.3 ompoc;
TectupoBanue;
[IpakTnueckue
3a/1auu,
Ouenka

KOHTPOJIbHBIX paboT
(Ju1st 3204HOM hopMBI
00y4eHus)

2. TexHnuueckue u IIK-2.1, I1K-2.2, IIK-  [Ouenka goki1amos,; DK3aMeH
nporpamMmHebie cpenctea (2.3, [IK-4.1, TIK-4.2, VY CTHBIN/TIUCHMEHHBIN
3aIUThl HHOPMAIUH. [1K-4.3 ompoc;
TectupoBanue;
IIpakTrueckue
3a/1auu,

Onenka
KOHTPOJIbHBIX paboT
(Ju1st 3204HOM hopMBI
00y4eHus)

6.4.0ueHOoYHBbIC MAaTEPHAJIBI IS TEKYIIEr0 KOHTPOJIS

IlpumepHasi TeMaTHKA 10KJIA/10B

Pasznen nucouniauasl | TeMbl

OpranuzanyvoHHbIE 1. Opranu3zanus 3aiuThl IEPCOHATBHBIX JAHHBIX B 00pa30BaTeIbHOM
CpEeZCTBa 3aIIUTHI YUpEXKICHUU.
uHpOpMaLIUH. 2. IlocTpoeHune TUIIOBOW MOJIENH yrpo3 0€30MacHOCTH HH(OpMaIH

MCIUIHUHCKOI'O0 YUPCIKIACHU.




TexHuueckue u 3. Cucrema obecrieueHus 3auUThl HHHOPMAIIMU B TIEPETOBOPHON KOMHATE.
nporpammHeie cpeactBa |4. KommiekcHoe obecnieuenre nHGOPMAIIMOHHON 0€301aCHOCTH MPH
3aIUThl MHOOPMALIMK.  |peaTn3aliy Yrpo3bl MOMBITKH OCTYTA B YIAIEHHYIO CUCTEMY.

BOl'lpOCbI AJIs1 yCTHOFO/HI/ICLMeHHOFO ornpoca

Paznen nucuumiiuabl | Bonpockl

OpraHu3aluOHHbIC 1. Knaccudukanus BupycoB kak yrpossr Ub.

CPEICTBA 3aIIUTHI 2. Mepbl 3amuThl HHPOPMAIIMH OT YTEYEK M0 TEXHUICCKUM KaHAJIaM.
uHpopMaLuu.

TexHuueckue u 3. Knaccudukaius kpunrorpadudecKkux CpeiCTB 3alUThl HH)OPMAIIHH.

nporpammHeIe cpeactBa |4. O030p ctanaapToB U cnienudukanuii B oosmactu Ub.
3aIUThI HHOOPMAIINH.

3auam/m JIsA TeCTI/Ip()BaHI/IH o AMCUMIIJIMHE JIA OHCHKHA ctl)ole/IPOBaHHOCTI/I KOMl’[eTeHIII/Iifl (mln
20, max 50 + cebriky Ha IUOC ¢ TecTamu)
https://Ims2.sseu.ru/course/index.php?categoryid=1819

1. Yro takoe ayTeHTUDUKAIHS?

a) [Ipouecc mpoBepKHU 1EITOCTHOCTH JAHHBIX

b) [Iporecc MpoBEpKHU MOUTHHHOCTH MOJIB30BATENs (MPAaBUIHHBIA OTBET)
¢) IIpouecc mudpoBanus nHGoOpMaUK

d) IIpouecc pe3epBHOr0 KOMUPOBAHUS TAHHBIX

2. Yto takoe daepBoi?

a) YcTpoiicTBO Uit (U3NYECKOH 3aIUThl CEPBEPOB

b) [IporpamMmmuoOe obecriedenue st 00pabOTKH IIEKTPOHHOHN MOYTHI

¢) YcTpoiicTBO WiM MporpaMMHOe obecriedeHue i GuiabTpanuu ceTeBoro tpaduka (mpaBHIbHBINA
OTBET)

d) YcTpoiicTBo i ayTeHTU(DUKAIIMY [TOJIb30BaTENeH

3. Uro o3nauaet ab6peBuarypa DDoS?

a) /IBoitHoe mmdpoBaHue TaHHBIX

b) demmudpopanue 3ammdpoBaHHbIX JTaHHBIX

c¢) Pacripenenennas araka 0Tka3oM B 00CITyKHUBaHUH (IIPaBUIIbHBIN OTBET)
d) Yrpo3za BHyTpeHHero xapakrepa a1 HH(popMamoHHONH 6e30acHOCTH

4. Kakoii TuI aTaky MpeArnoiaraeT nepexsar u NpoCIylIMBaHHe CeTeBOro Tpaduka?
a) Bupychas araka

b) Araka "uenosek nmocepeaune” (Man-in-the-middle) (mpaBuibHBII OTBET)

¢) Ataka oTka3om B oOciykuBanuu (DoS)

d) ®dummar-araka

5. Yto Takoe mudpoBaHue JaHHbBIX?

a) [Iponiecc ynanenus JaHHBIX C HOCUTES

b) [Ipornecc pa3neneHus 1aHHBIX Ha HECKOJIBKO YacTel

¢) [Iponecc mpeoOpa3oBaHus JaHHBIX B HEMIOHSATHBIH ISl TOCTOPOHHUX BUJI (IPAaBUIIHHBIN OTBET)
d) IIpouecc nepenaun JaHHBIX 11O CETH

6. Uto o3nauaetr ab6peBuatypa VPN?

a) BuprtyanbHas npuBaTHas ceTh (MpaBUIbHBIA OTBET)
b) B3rom nepcoHaabHOro KOMIbIOTEPa

¢) BupycHslii mporpaMMHBIi KOJ

d) Bo3MOXHOCTb y1aJI€HHOTO JJOCTYTIA K 0a3aM JTaHHBIX

7. Kakoli BHI arakd CBsi3aH C OTIPABKOM HJIEKTPOHHOIO MHUChbMa, MPUTBOPSIOLIETOCS OT HMEHH
JIETUTUMHOM OpraHU3alluy C LIEJIbI0 MOMyUeHus JIUYHOU nHpopManun?



https://lms2.sseu.ru/course/index.php?categoryid=1819

a) Cram-araka

b) Bupycnas ataka

¢) ®ummHr-ataka (MpaBUILHBIN OTBET)

d) Artaka otka3zom B oociyxkuBanuu (DoS)

8. Uto Takoe MHOTO(aKTOpPHAS ayTeHTH(PHUKAINsA?

a) AyTeHTH(HKAIMS C UCII0JIb30BAaHUEM HECKOJIBKUX PA3JIMYHBIX allTOPUTMOB HIM(pOBaHUS

b) AyreHTH]UKaLKS C UCTIOIB30BAaHUEM HECKOIBKHX (PH3NUECKUX OaphepoB ISl JOCTYIIA K CHCTEME

c) AyreHTH(uKauus, TpeOyromas NpPeAOCTaBICHUsI HECKOJbKUX HE3aBUCHUMBIX HOATBEPKICHHH
JIMYHOCTH I10JIb30BaTeNs (IPaBUIIbHBINA OTBET)

d) AyreHtudukanus ¢ NCHOIb30BAHUEM HECKOJIBKUX Maposien

9. Kakoii Bu1 aTaky HapaBJIeH Ha OJIyYCHUE MapoJie yTeM repedopa BceX BO3MOKHBIX KOMOWHAITHI?
a) OummHr-ataka

b) Ataka "uenoBek mocepeaune” (Man-in-the-middle)

¢) Ataka METO/I0M cJIoBaps (IIpaBUIIbHBIN OTBET)

d) Araka otkazoM B oociyxuBanuu (DoS)

10. Yro Ttakoe pusnueckas 6€30MacHOCTb?

a) 3ammTa HHGOPMALIKUY C TOMOIIBIO alapaTHBIX YCTPOICTB

b) 3amura nHGOpMaIUU OT GU3UUYECKOTO JIOCTYIa HEABTOPU30BAHHBIX JIUII (MPABUILHBIA OTBET)
¢) 3ammTa HHGOPMAIIUHU C TIOMOIIBIO MPOTPAMMHOT0 00eCTICUCHHUS

d) 3amuTa nHGOpMAIK OT BHEIIHUX aTaK yepe3 CeTh

11. Yro Takoe moauTHKa HH(GOPMAIMOHHOM 0€3011acHOCTH?

a) Criicok mpaBmJI ¥ PeKOMEHIAUH 110 3a1uTe HHPOPMAIUK B OPTaHU3aIMy (TIPaBUIIBHBIA OTBET)
b) [IporpamMma j1st rpoBaHUS JAHHBIX

C) I[Iporpamma Jyist MOHUTOPUHTIA CETEBOTO Tpaduka

d) MeToauka BOCCTaHOBJICHHSI IAHHBIX TOCJIE aTaKH

12. Kakoii BUJ] aTaky CBSI3aH C OTIIPABKOH 3JIEKTPOHHOTO MMChMa C BPEJOHOCHBIM IIPOrPaMMHBIM KOJIOM?
a) Cram-aTaka

b) BupycHast ataka (mpaBUIbHBII OTBET)

¢) dumnHr-aTaka

d) Araka otkazom B obcykuBanuu (DoS)

13. Yro Takoe O3KaIm JaHHBIX?

a) [Ipouecc mmdpoBaHus TaHHBIX

b) [Ipoiiecc BoccTaHOBIEHUSI JAHHBIX MOCIE UX MOTEPU WIIH MOBPEKICHHUS (TPABUIIbHBII OTBET)
¢) IIporiecc MOHUTOPUHTA CETEBOTO Tpaduka

d) [Iporuecc ynanenus JaHHBIX ¢ HOCUTENS

14. Kakoil Bua aTaku CBsI3aH C MAaCKHPOBKOW BPEIOHOCHOTO MPOrPaMMHOTO KOJAA MO/ JETUTUMHOE
NPUIOXKIIEHHE?

a) Cnam-araka

b) Bupycnas araka

¢) TposiH (TIpaBUIBHBIN OTBET)

d) Araka otkazoMm B oociyxuBanuu (DoS)

15. Yro Takoe nepumerp Oe3omnacHocTu?

a) ®u3uveckoe MPOCTPAHCTBO BOKPYT CEPBEPOB, 3alUIIEHHOE (PU3NUECKUMU OapbepaMu
b) ['panuna cetu, Ha KOTOPON MPUMEHSIOTCSI MEPBI 3aLIUTHI (IPAaBUIbHBINA OTBET)

¢) [Iporpamma 11 MOHUTOPHHTA aKTUBHOCTH MOJIb30BaTENIEH

d) Meroauka onpeneneHus yI3BUMOCTEH B CETEBOM HHPPACTPYKType

16. Yto Takoe yrpo3a uHpopmarmonHoi 6e3onacHocTd "GumiHr"?
a) ATaka, HalpaBJIeHHAs Ha MepPeXBaT CETeBOro Tpaduka



b) Artaka, pH KOTOPOW 3JIOYMBIIUICHHUKH OTIPABISIOT AJICKTPOHHBIE MUChMa, MTPUTBOPSIONINECS OT
MMEHH JIETUTUMHON OpraHU3aIiH, C LIEIbI0 MOyUeHHs TUYHOW HHPOPMALUH (ITPaBUIIbHBIA OTBET)

¢) Ataka Ha (pU3UYECKYIO0 O€301TaCHOCTh CEPBEPOB

d) Araka meTogom nepebopa maposeit

17. Yro Takoe yrpo3a nH(popMamoHHoW 6€30macHOCTH "conraabHas nHxeHepus'"?

a) ATaka, Ip1 KOTOPOH 3JI0YMBILIUIEHHUKH [1€PEXBATHIBAIOT CETEBON Tpaduk

b) Artaka, Ipu KOTOPOH 3JIOYMBIIIJICHHUKHA HCHOJB3YIOT MaHUIYJSIIUA W MAHHITYJIUPYIOT JIOJIBMHU,
YTOOBI OJYYHTh TOCTYN K HH(GOPMAITUH (PaBUJIbHBIA OTBET)

¢) ATtaka Ha pU3NYECKYI0 O€30MaCHOCTh CEPBEPOB

d) Artaka, Ipu KOTOPOi 310yMBIIICHHUKH [1€PEOHPAIOT MAPOIIH

18. Yto takoe IDS (cucrema oOHapyKEHUST BTOPKCHUI )?

a) [Iporpamma asist mmppoBaHUs TaHHBIX

b) [IporpamMma /111 MOHUTOPUHTA CETEBOTO Tpaduka

¢) Cucrema, npenHazHavyeHHas Ui OOHAPY>KEHHSI ¥ IIPEIOTBPAILEHHS HECAHKIIMOHUPOBAHHOTO AOCTyIIa
K cucTteMe (ITpaBUIIbHBIN OTBET)

d) IIporpamMma 117151 pe3epBHOTO KOITMPOBAHMS JAHHBIX

19. Yro Takoe ataka "dapmunur"?

a) Ataka Ha Qu3MUecKyr 0e30MacHOCTh cepBepoBb) ATaka, MpU KOTOPOH 3JIO0YMBIIIJICHHUK CO3JaeT
NOJIETIHHBIN BeO-CalT, YTOOBI MOTYYHUTh JINYHYIO HH()OPMAIUIO MTOIb30BaTeNei (IpaBUIbHBIN OTBET)
¢) ATaka Ha ceTeBYyI0 MH(PACTPYKTypy, HalIpaBJIeHHas Ha IepexBar Tpaduka

d) Artaka meTo0M riepedopa maposei

20. Yro Takoe ysi3BUMOCTH "HyJeBOro aHs"?

a) YS3BUMOCTb, OOHApYKEHHAsl B IPOrPAMMHOM OOECIIE€YEHUH B JIEHb €T0 BBIITYCKa

b) Ys3BHUMOCTB, KOTOpas MOXXET OBITh HCIIOJIb30BaHA 3JI0YMBIIUICHHUKOM JI0 €€ OOHapy)XeHUs M
yCTpaHeHus pa3paboTUYMKaMu (ITPaBUIIBHBINA OTBET)

¢) YS3BUMOCTB, BBI3BaHHAS! OTCYTCTBHEM aKTyaJIbHBIX aHTUBUPYCHBIX ITPOrPaMM

d) Ys3BuMOCTb, CBA3aHHAS C HECAHKIIMOHUPOBAHHBIM JOCTYIOM K (hr3HYecKoMy 000pYyI0BAHUIO

IpakTnyeckue 3agaun (Min 20, max 50 + ccpraky Ha DUOC ¢ 3JIEKTPOHHBIM U3IAHUEM, €CITH
uMeercst)
https://Ims2.sseu.ru/course/index.php?categoryid=1819

Pa3zpen aucuuiinnabel (3agaun

OpraHu3anruoHHbIE 1. Onucanue o0beKkTa HHPOPMATU3ALINY.
CpencTBa 3alUThI 2. COop u cucremMaTn3anys cBeleHui 00 00beKTe HH(POPMATH3ALINH.
UHpOpMaLUH. 3. COop u cucreMaTH3anus cBeieHu 00 00beKTe HH(OpMATU3ALIUN TS

obecneuenus Ub.

4. ®opmupoBaHue TpeOOBAHUH 3AIUIIIEHHOCTH 00bEKTa HH(POPMATH3AIHH.
5. KareropupoBanue nHGpOpMaIuu 1 Apyrux pecypcos.

6. AHa)IM3 yTpo3 U YSA3BUMOCTEH 00heKTa HH(POPMATH3AIUH.

7. ITogOop 1 mpuMeHeHNe METOAUKH JUTs (YOPMUPOBAHMS MOJIENIH YTPO3.

8. Anamm3 cucremsl Ub.

9. KoMItiekCHbIHN aHann3 MOJIENIN YIpo3 U YS3BUMOCTEH U CYIIECTBYIOIINX
Mep 3aIuThl HH)OPMALIHH.

10.KomruiekcHBIN aHATN3 MOZETH YIPO3 U YSI3BUMOCTEH U CYIIECTBYIOLINX
Mep 3aIUThl HH)OPMAIIHH.

TexHuueckue u 11. TlonGop HEOOXOAMMBIX MEP M CPEJICTB 3AIUTHI HA OCHOBE MPOBEJIECHHOTO
IIPOrpaMMHBIE CPEICTBA |aHAIN3A.

3amuThl nHGpopManmu.  [12. [logdop aHTHBHPYCHOTO IPOTPAMMHOTO 00eCTICUeHHSI.

13. [Tox6op cuctemst DLP.

14. [TogOop nmporpaMMHOTro oOecrneueHus MTHBEHTapu3alui peCypcoB B CETH.



https://lms2.sseu.ru/course/index.php?categoryid=1819

15. [Toxbop cucTemMpl HHBEHTAPU3AIMH JUIIEH3HNOHHOTO MPOTPAMMHOTO
obecrieyeHus.

16. IToxGop cucTeMbl KOHTPOJIS LETOCTHOCTH MTPOTPAMMHOM CPEIbI.

17. TlonGop mporpaMMHOTO OO€CTIeUeHUs yIIpaBIeHUs 3asBKamu (Service
Desk).

18. IMoxdop mporpaMMHOTo 0OecTrieueH s FapaHTHPOBAHHOTO YHUUYTOKCHUS
nH(pOpMAaIIUY HA TUCKAX.

19. ITonGop ckaHepa ysI3BUMOCTEH.

20. ®opMupOBaHUE KOMIUIEKCHOTO IPOEKTa MEp 00eCrieueHUs
3alIMIEHHOCTH 00HEKTa HHPOPMATHU3AIIUH.

TeMaTuKka KOHTPOJIbHBIX PadoT

Pa3znen aucuuIIMHbI

Tembl

OpraHu3anuoHHbIC
CpeZCTBa 3aIIUTHI
nHpopmanuu.

1. [ToaroToBKa aHATUTUYECKOM 3aIUCKH TI0 Pe3yiIbTaTaM aHaJIn3a
BHyTpeHHero ayaura Hb.
2. [TogroroBka ot4yéra nmo nHIKIAECHTY HapymeHus b.

Texuuueckue u
MIpOrpaMMHBIE CPEICTBA
3aIUTHl THOPMAITUH.

3. Ucnonb30BaHre HHCTPYMEHTOB aHaJIW3a TpaduKa AJis BbISIBICHUS
MCII0JIb30BaHUs ONPEAEIEHHOTO IPOrPAMMHOI0 00ECIIEUEHUSI.
4. IlpumeHeHne METoI0B aCHMMETPHUYHOTO K (poBaHUs.

6.5. OueHo4Hble MaTepUAJIbI 1JIS1 IPOMEKYTOUHOM aTTecTaluu

DoH/1 BOPOCOB J1JIsl MPOBEAEHUsI IPOMEKYTOUYHOT0 KOHTPOJIsI B (hopMe IK3aMeHa

Paznen nucuuninHbI

Bonpocsl

Opranu3zanuoHHbIe
CPEICTBA 3aIIUTHI
uH(pOpMaLIUH.

1. OcHoBHbIE IOHATHS HAayKH 00 yrpaBieHuu. [lonarue cuctemsl u
CHCTEMHOI0 I0J1X0/1a K 3amuTe uHopmaruu. Meto bl

MozennpoBanus cucreM U yrpo3 Ub. [lonsatue cucremsl ynpaBiieHuUs
uH(popmannonHou 6e3onacHoctoio (CYUD).

2. Crpykrypa ISMS. @ynkimn yrpaBiieHus. 3aKOHBI YIIPABICHUS.
TpeboBanus Kk ynpasieHueckoMy peuieHuto. [Tonstue nporuecca.
[TonsiTue mpoueccHoro noaxosa. IlporeccHsrit moaxoa K pa3padoTke,
JKCIUTyaTalyH, aHAIU3Yy, CONPOBOKACHUIO U

cosepienctBoBanuto CYUB.

3. Crannaptu3zanys B 006JacTU MOCTPOCHUS CUCTEM yIpaBieHUs. MeTo bl
dbopmanuzaruu mporeccoB. CtanaapTusaius B 00JacCTH

IIOCTPOEHHUS CUCTEM YIIpaBIIEHU. MOJEINPOBAHUE CUCTEM C ITOMOLIBIO
pa3nnuHbIX HoTauui. OcHoBHbIe npoueccl CYUD u

TpeOOBaHUs, IPEIbABISIEMbIE K HUM KaXKIbIM U3 CTaH/IapTOB.

4. Ponesas crpykrypa CYUB. ITonutuka CYUDB nousarue obnactu
nesitenbHocTH CYUB. MexanusMm BbiO0Opa 001acTH 1eATEIbHOCTH.
CocraB o6nactu AesTeabHOCTH (TIPOIECChl, CTPYKTYPHBIE NOIpa3esieHus
opranu3zanuu, kaapel). Kpanupukanuonnsle TpeboBaHMs K
pykoBojuTento ciryxos1 1b.

5. Pons BeIcIero pykoBojcTBa opranuzamnuu B CYUDB. Otansl pa3paboTku u
¢ynkunonuposanusi CYNbB, Ha KOTOPBIX BaXKHO yyacTue

pykoBojcTBa opranuzanuu. CyThb y4acTus pyKOBOJACTBA OpraHU3aluy Ha
ATHX 3Tanax (yTBep:KJIeHHE JOKYMEHTOB, Pe3yJIbTaTOB

aHaJM3a PUCKOB U T.11.).

6. OcHOBHBIE MTOHATHS HHPOPMaLMOHHOM Ge3omacHocTH. [Tomutuku Ub.
Henu [Tommmtukn CYUDB. CtpykTypa u coaepkanue

[Tomutuku CYUB. Ucrounuku nadopmaruu i pazpadotku [Tonutuku
CVYUBb.

7. Cxema o0obekTa nHpopmaTuzanuu. Kinaccupukanus u uaeHTHGUKaINs
nH(}OpMallMOHHBIX aKTUBOB, Kiaccudukanus pecypcoB u




uX KOHTpoJb. KareropupoBanue aktuBoB komnanuu. Kimaccuduxarms
KoH(puaeHIMabHONU HHPOpMaIuu. OCHOBBI 3aITUIIICHHOTO
JJOKYMEHTO000poTa

Texunueckue u
MIpOrpaMMHBIE CPEICTBA
3aIUTHl THOPMAITIH.

8. Buytpennue ayautsl Ub: ocHOBHBIE TOHATHS, LIETW U 3a1a4M Mpoliecca,
pouib npoiiecca B pamkax CYUB.

9. Buenpenue npoueccoB ynpasieHus Mb: atansl 1 mocienoBaTeIbHOCTh
10. Beog CYUB B skcIuryaTanuio: BO3MOXHBIE IPOOJIEMBI ¥ CITOCOOBI HX
penieHusl.

11. Meronuku ananu3a puckoB Ub. MuBenTapuszanus aktuBos. [lonstue
akTuBa. Tunsl akTuBOB. McTouHMKY HHPOpMAIK 00 aKTHUBaX OpraHU3aI|H.
Onpenenenne yrpo3 Ub u ys3BuMocTel 7151 BbIICIEHHBIX HA dTare
WHBEHTapu3anuu akTuBoB. Ouenka puckoB Ub. [lnanupoBanue mep no
00paboTke BhIABICHHBIX pUCKOB 1B, YTBepxkIeHue pe3yabTaToB aHaIM3a
puckoB Wb y Beiciiero pykoBojacTBa. Mcnonap30BaHue pe3yJbTaTOB aHAIN3a
puckos Mb.

12. Baenpenue pa3zpaboTaHHbIX mporieccoB. JJokymenT «llomoxxenue o
npuMeHuMocTu» Tunosoit qokymeHT «Ilonoxxenue o npumenumoctTw». Llenn
nokymenTta. CTpyKTypa u cojiepkanue nokymenTa. [Ipouecc paspaborku
JIOKYMEHTA, pELIeHHE CIIOPHBIX CUTYyallui Ipu pa3pabOTKe TOKyMEHTA.

13. Bueapenue mep (KOHTPOIBHBIX Mpoleayp) mo odbecrneuenuro b
Kareropuu koHTposbHBIX nporieayp. I[lepeueHb KOHTPOIBHBIX IPOLEAYP 110
obecrnieuenuto b B COOTBETCTBUHM € TyUIIUMU MEXIYHAPOIHBIMU
npaktukamu. CoJiepkaHne KOHTPOJIBHBIX mpoueayp mno obecneuenno 1b B
MHTEPIPETALMH JIYUIINX IPAKTUK.

14. DxcnyaTanus u HezaBucuMblil ayaut CYUB. - «BHyTpeHHuil ayaur,
«Koppektupytromue neiucteus», «lIpenynpexaaromme 1eicTBUSY. —
[Tponiecc «MoHUTOPHHT 3(PPEKTHBHOCTIY (BKITIOUAST Pa3pabOTKy METPUK

s dekruBaocTH). — [loustue «3penocts mporecca». — [Ipouecc « AHanu3 co
CTOPOHBI BBICIIIETO PyKOBOJICTBaY. — [Iponiecc «O0ydeHue n odbecrieueHue
OCBEJOMJICHHOCTI».

15. Ilporpammusle cpenctsa ayaura Ub.

16. 3amuTa OT BpeIOHOCHOTO MporpaMMHoro odecneyenus. [lnanupoanue
CHUCTEM U UX IPUEMKA

6.6. llIkaabl 1 KPUTEPHUH OLEHUBAHUS MO (popMaM TeKYLIero KOHTPOJIA U NPOMEKYTOUYHOMH

aTTecTaluu
Ikajga ¥ KPpUTEPUU OLEHUBAHUSI
Onenka Kputepun oneHuBaHus J1Jisi MEPONPUATHII KOHTPOJIsSI ¢ IPUMEHEHHEM
4-X 0aJIbHOM CHCTEMBbI
«OTJAHIHOY» IToeeimennsmii [1K-2.1, T1K-2.2, TTIK-2.3, T1K-4.1, T1K-4.2, TIK-4.3
«XOPOLLIO» Crannaptaenii [TK-2.1, TTIK-2.2, TIK-2.3, [1K-4.1, T1K-4.2, [1K-4.3

«yaoBJjeTrBoputeabHo» |Iloporoserii [1K-2.1, [1K-2.2, TIK-2.3, [1K-4.1, T1K-4.2, TTK-4.3

«HEYA0BJIETBOPUTEIbHO» [Pe3ynbraTel 00ydeHust He chOpMUPOBAHbI HA TIOPOTOBOM YPOBHE




