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Coaep:xanue (pabovasi nporpamMmma)

Mecro aucuuruinasl B cTpykrype OI1

[Tnanupyemsble pe3yabTaThl 00y4eHHs 110 TUCHUILIMHE, 00eCIIeYHBAIOIINE JOCTHKEHUE
IUTAHUPYEMBIX PE3yJIbTaTOB O0YUYESHHS O IPOrpamMme

OO0BeM u BUIBI YIeOHOU PabOThI
Coneprxkanue TUCIUILTAHBI
MarepuaabHO-TEXHHUYECKOE M YIeOHO-METOINYEeCKOe 00ecieueHUe TUCIIUTUTHHBI

®DOoH/T OIIEHOYHBIX CPEJICTB IO AUCIUILUIMHE

Crp.



[lenpto  wm3yudeHHWs] JOUCHMIUIMHBI  sBIseTcs  (OPMHUpPOBaHME  PE3yJIbTAaTOB  OOyudeHUs,
o0ecneunBaoIIUX JOCTHKEHNE TUIAHUPYEMBIX PEe3yJIbTaTOB OCBOCHUS 00pa30BaTEIbHOM MPOTPaMMBI.

1. MecTo nucuumimebl B cTpykrype OIl

JucuumirHa be3onacHOCTh MOOWJIBHBIX HPUIOKEHHH BXOIUT B 4acTh, (opMmupyemas
y4acTHUKaMH OOpa30BAaTEeNbHBIX OTHOIICHUH (IMCHIUIUIMHA TIO BBIOOPY) Onoka bl.JlucrurmHb
(Moyin)

[IpenmecTByronye AUCHUILUIMHBI MO CBS3IM KOMIETEHLWI: XpaHeHHe, oOpaboTka M aHaIn3
NaHHBIX, BpIUMCINTENBHBIE CUCTEMBI, CETH M TEICKOMMYHUKAaIMH, OCHOBBI aNrOPUTMH3ALMHU H
nporpaMMupoBaHusi, OCHOBBI TNPOEKTHOW JesaTenbHOCTH, COBpPEMEHHBIE TEXHOJIOTMU U  S3BIKU
nporpaMMmupoBanusi, Teopust HHPOPMALIMOHHONW 0€30MaCHOCTH M METOJO0JIOTHsSl 3alllUThl HHPOpMaLUY,
CucteMbl UCKYCCTBEHHOTO MHTEIUIeKTa, OOJIayHble TEXHOJIOTUH U YCIYTH, TEeXHOIOTHH 3alUIEHHOTO
IOKyMeHTooOopoTa, IIpaBoBas 3ammuTa uHpOpManuu, MeToasl M CpeAcTBa 3alIUThl MHQOpMaLUH,
TexHonorun paboOTHl B COIMANBHBIX CETSIX, BCTpoeHHBIE S3BIKM MporpaMMupoBaHusi, OpraHuszanus
BBIYHCIIUTEIBHBIX IIPOLIECCOB

[Tocnenyromme AUCHMIUIMHBI IO CBA3SM KommeTeHuuid: PaspaboTrka mnpodeccruoHanbHbIX
npunoxenuid, IlpoexkTHslii npakthky™m, IlpoexTHpoBaHune HHPOPMALMOHHBIX CHCTEM, YIIpaBlIEHUE
nHpopMaMoOHHOM Oe3omacHocThI0, CnennanusupoBanubie T B paBoOXpaHUTEIBHON AEATEIEHOCTH,
VYnpasienne MHGOPMALMOHHBIMHM INPOEKTaMHU pealMu3allii KOMIUIEKCHOW Oe3omacHocTH, Lludposas
KylIbTypa B MNpOo(ecCHOHAIBHOW JesTeabHOCTH, HHTemiekTyanpHble WH(OPMAIIMOHHBIE CHUCTEMBI,
CoBpemeHHbIe HU(POBbIE TEXHOJIOTHH YIIPABICHUS NPEANIPUIATHEM

2. Ilnanupyemblie pe3yabTaThl 00y4eHHs MO JUCHHUILINHE, 00ecleYHBAIOIIUE TOCTHKEHUE
IUVIAHUPYEMBbIX Pe3yJbTATOB 00yUYeHHUs 10 MPporpaMmme

W3yueHne UCHMIUIMHBI bBe30macHOCTh MOOWJIBHBIX MNPHIOKEHHH B 00pa3oBaTeIbHOM
IporpamMMe HarpaBiIeHO Ha (OPMHPOBAHUE Y O0YYAIOIUXCS CIEAYIOUIMX KOMITETCHIIUMI:
IIpogeccnonanbubie komnerenuun (I1K):
I1K-1 - CnocoGeH k 00HapyKE€HUIO M WICHTU(UKALIMHN WHIIIEHTOB B MPOLIECCE IKCILUTyaTalluu
ABTOMATU3UPOBAHHON CUCTEMBI

IInanupyemble |IlnaHupyemble pe3yabTaThl 00y4eHHs 110 AUCHHUILIMHE

pe3yIbTaThI

o0OyueHus 1o

porpamMme

IK-1 [IK-1.1: 3nars: [IK-1.2: Ymers: [1K-1.3: Bnagets (MMeTh

HAaBBIKH):
0COOEHHOCTHU 0oOHapyXuBaTh U HaBbIKaMU OOHApPYXEHUS U
UHIIUJICHTOB B Mpoliecce |UAECHTU(PHUINPOBATH UACHTU(PHUKAIIUN UHITUICHTOB B
IKCILTyaTaIluu WHIMJICHTHI B IIPOIECcCe nporiecce dKCILTyaTauu
aBTOMATH3UPOBAHHOM HKCILTyaTaIlH aBTOMAaTU3UPOBAHHOM
CHCTEMBI ABTOMATH3UPOBAHHOM CUCTEMBI
CHCTEMBI

ITK-2 - Crioco0eH K OIIeHKE 3aIUICHHOCTH aBTOMAaTU3HPOBAHHBIX CHCTEM C ITOMOIIHIO TUIIOBBIX
MIPOTrPaMMHBIX CPECTB

[Inanupyemsle |[lnanupyemble pe3y/ibTaThbl 00y4eHHs 10 AUCHMILIMHE

pe3yabTaThl

oOy4eHus 1o

nporpamme

I1K-2 ITK-2.1: 3Hats: IT1K-2.2: YmeTs: [1K-2.3: Baagets (MMeTh

HAaBBIKH):

OCOOCHHOCTH 3aIIUThI OIIEHUBATH 3AIUIIIEHHOCTh |HaBBIKAMHM 3aIUIICHHOCTH
ABTOMAaTHU3UPOBAHHBIX aBTOMAaTHU3UPOBAHHBIX aBTOMATU3UPOBAHHBIX CHCTEM
CHUCTEM C TTOMOIIBIO CHUCTEM C TTOMOIIbIO C TIOMOIIBIO TUIOBBIX
TUTIOBBIX MPOTPAMMHBIX [THIOBBIX IPOTPAMMHBIX MIPOTPaMMHBIX CPEACTB




lcpencts

lcpencrs

[T1K-4 - CriocobeH k aHanu3y U3MEHEHHUS YyIpo3 0€30MacHOCTH HH(OPMAIIUU aBTOMATU3HPOBAHHON
CHUCTCMbI, BOSHUKAIOIINX B XOJAC €€ SKCIJIyaTallun

[Inanupyembie |[l1aHupyembie pe3yJibTaThl 00yUYeHHUs MO TUCHHIIINHE

pe3yibTaThl

0o0y4eHHs 10

rporpamme

[1K-4 I1K-4.1: 3nats: [1K-4.2: YmeTs: [1K-4.3: Baagets (MuMeTh

HaBBIKH):

OCHOBHBIE YTPO3bl

CHUCTCMBI, BO3HUKAIOIINX
B X0J1€ €€ JKCILTyaTaluu

AHAJIM3UPOBATH USMCHCHUA

CHCTCMBI, BO3BHUKAIOIINX B
X0[€ €€ SKCITyaTalluu

HaBbIKaMH aHaJIM3a U3MCHCHUA

Oe3omacHOCTH yrpo3 6e30MacHOCTH yrpo3 0e30MmacHOCTH
uHpopMaun uHpopMaun uHpopMauu
aBTOMATU3UPOBAHHON ABTOMAaTU3UPOBAHHON aBTOMAaTH3MPOBAHHOM

CHUCTCMBI, BO3BHUKAIOIINX B
XO0J€ €€ dKCIlyaTalun

3. O0bem U BUIBI y4eOHOH padoThI
Y4eOHBIM IITAaHOM MPEAYCMATPUBAIOTCS CIICAYIONINE BUIBI YI€OHON paOOTHI O AUCIUIUINHE:

OuHnasi popma 00yueHus

Buabi yueOHol padoThl

Bceero gac/ 3.e.

Cem 6

KonTakTHas pa60Ta, B TOM YHCIJIC:

54.15/1.5

3anarus JICKIIMOHHOI'O TUIIa

18/0.5

JlaGopaTopHublie paboThI (1a00PaTOPHBIA MPAKTUKYM )

36/1

WnnuBuayanbHas kontaktHasg pabota (MKP)

0.15/0

CamocrositenbHast paboTa:

35.85/1

[IpoMexxyTouHas arrecrauus

18/0.5

Bua npomexyTouHOM arTecTaluuu:
3auer

3au

O61as TpynoeMKocTh (00beM yacTu 00pa3zoBaTeNbHOMN
nporpamMmsl): Hacer
3aueTHbIC SAMHUIIBI

108
3

04HO-3204Hasi popma

Buabl yueOHol padoThI

Bcero gac/ 3.e.

Cem 7

KonTakTHas paboTta, B TOM 4HCIIE:

4.15/0.12

3aHsaTus JICKIIMOHHOI'O THUIIA

2/0.06

Jlabopatopublie paboThI (1a00paTOPHBII MPAKTUKYM)

2/0.06

WunuBuayanbHast kontakTHasg padota (MKP)

0.15/0

CaMocTrosTenbHas pa60Ta:

85.85/2.38

[IpoMexxyTouyHas arrectanus

18/0.5

Bun npomeXyTo4HON aTTeCTalluu:
3auer

3au

O6m1ast Tpy10eMKOCTh (00BhEM YacT 00pa30BaTeIbHON
nporpaMmsl): Yacel
3adeTHBIE SMMHUIIEI

108
3

4. Conepsxkanue QU CHUNTHHBI

4.1. Pazoenvt, memul OuCUUNTIUHBL U 6UObL 3AHAMUIL:
Temaruueckuil IIaH JUCIHUIUIMHBI be30macHOCTh MOOWIIBHBIX NPWJIOKECHHWH TMPEJCTAaBICH B
TadJmIeE.




Paane.m)l, TeMbl JUCHHUILIMHBI M BUJBI 3aHATHH

OuHas ¢opma o0yueHust

KonTakTHas padora = IL1anupyemsle
3ansaTHA § pe3yJabTaThl
CEMHUHAPCKOro é - Oﬁy‘leHI/IH B
Ne HanMeHOBaHHe TeMbl = LLLL a o E § | coornomennu c
n/n (pa3neJia) IMCHUIIIHHBI g E g é E = Lg pe3yabTaTamMu
= S3 3 00y4eHus no
S g 3 o0pa3oBaTeILHON
= = &}
nporpamme
Pa3zpaboTka MOOHIEHBIX IIK-1.1, IIK-1.2, IIK
MIPUIT0KESHUM -1.3, IIK-2.1, TIK-
o 8 18 15 2.2, 1IK-2.3, TIK- 4.1,
I1K-4.2, T1K-4.3
TexHonoruu oOecreueHus IIK-1.1, IIK-1.2, IIK
0€3011aCHOCTH MOOHIBLHBIX -1.3, TIK-2.1, IIK-
2. MIPUIIOKEHU I 10 18 20,85 2.2, 11IK-2.3,11K- 4.1,
I1K-4.2, T1K-4.3
KoHTpOoJb 18
Hroro 18 | 36 | 0.15 | | 35.85
04HO-3204Has hopma
KonTakTHasi padora = Ilnanupyembie
3angarus § pe3yJabTaThbl
CEMHUHAPCKOTro é = OﬁyquHH B
Ne HaumeHnoBaHue TeMbl = LA a o E £ | coornomenuu c
n/m (pa3neJia) TMCIHIIIHHBI g £ 3 é E S l§_ pe3yJibTaTaMu
=] ) = o0yueHusi o
S g = o0pa3zoBaTeabLHOI
Sl &
nporpamMme
PazpaboTka MOOMITBEHBIX IIK-1.1, IIK-1.2, IIK
MIPUIT0KEHUMN -1.3, TIK-2.1, IIK-
o 1 1 0,075 40 2.2, 1IK-2.3, TIK- 4.1,
I1K-4.2, T1K-4.3
TexHoornu odecreueHus IIK-1.1, IIK-1.2, IIK
0e30IMacHOCTH MOOUIBLHBIX -1.3, IIK-2.1, IIK-
2 MPUITOKEHU I 1 1 0,075 45,85 2.2, 11IK-2.3,11K- 4.1,
I1K-4.2, T1K-4.3
KoHTpOJh 18
Htoro 2 | 2 | 0.15 | | 85.85
4.2 Cooepircanue pazoenos u mem
4.2.1 KonTtakTHas padora
TemaTnka 3aHATHI JJEeKIIHOHHOI0 THIIA
HaumeHoBaHue TeMbl
Nen/m (pa3nena) Bun sausirus « | TemMaTHKa 3aHATHS JEKIHMOHHOI0 THIIA
JIEKIMOHHOI0 THIIA
JAUACTUTLTHHBI
1. [Pa3paboTka MOOMIIBHBIX [— MoOGwiibHbIE TIIATPOPMBI. APXUTEKTYpa
MPUITOKEHU I MOOWJIHHBIX YCTPOMCTB.
JEKIHs Wcnonb30BaHne CTOPOHHUX OMOJIMOTEK
JICKIHSI ®dopmaTel 0OMEHa TaHHBIMH
JCKIUS KnuenTt-cepBepHO€e B3aMOICIICTBHE
2. |Texuomoruu JCKIUS 3amura napopmanuu. Mojaenu yrpos
obecrieyeHus JICKIHSI [Honutuku b




0e30macHOCTH R @OyHKIIMOHAT MOOMIIBHBIX YCTPOUCTB.
MOOWMITBHBIX Cepruduxanus.
IPUITOKCHHUI I OC Android u iOS. O630p, yrpo3sl, cpeacTBa
3alUTHI.
MoOunbHbIe Opay3epbl. Y I3BUMOCTH U
JIEKITAS
CpEeJCTBA 3aIIMTHI.

*JeKIIUN ¥ UHBIE YIeOHbIe 3aHATHS, TIpelyCMaTPHBAIOIINE TPEUMYIIIECTBEHHYIO Tiepeady yaeOHoi nHhopMaIiun
MeAarorniecKuMu pabOTHUKAMK OpPTaHu3aluu U (WIH) JUIAaMU, PUBJICKACMBIME OpPraHu3allueii K peann3anuu
00pa30BaTeIbHBIX MPOTPAMM Ha MHBIX YCIOBHUAX, 00YIatOIIIMCS

TemaTnka 3aHATHII CEMUHAPCKOI'0 THIIA

HanmeHnoBaHmne TeMbl
Buj zansarus
Nen/m (pasnesa) x5 | TEMATHKA 3aHATHS CEMMHAPCKOI0 THIIA
CEMHHAPCKOIro THIA
AUCHHUILJIMHBI
1. |Pa3paboTka MOOMIIbHBIX [ToaxmroueHne u UCnoIb30BaHUE
N 1ab0opaTopHbIC PabOTHI
MIPUIJIOKEHU I CTOPOHHHX OMOJIMOTEK
JaboparopHbie padoThl  (ManmuHr JaHHBIX
Junamuueckoe noBe/ieHue 0ObEKTOB
nabopaTopHbIe PabOTHI .
uHTepdeiica
nabopatopusle paboTsl  |[IOKpbITHE NPUIIOKEHHS TECTAMU
nabopatopHsle pabotsl  |DperimBopk Core Data.
mabopatopusle paboTel  |DpeliMBopku Assets Library u Photos.
nabopatopusle pabotsl  |KapThl U reonokanus.
nabopaTopHble paboTel  |AyaHO, BUJIEO, AKCEIEPOMETP
naboparopusie pabotel  |PpeiimBopk Core Animation
2. |TexHomoruu naboparopusle padotsl  |[IIndpoBanme naHHBIX
obecrnieueHus nabopaTopHble paboTel  |AHTUBUPYCHBIE CPEICTBA
0e301macHOCTH nabopaTopHsle paboTel  |3ammTa CpeACTB CHHXPOHU3AIMT
MOOMIIBHBIX nabopatopsle paboTel  |[TepexBaT SMS-coobmienuit
HPHIOKCHAN naboparopusie pabotsl  [M3yuenue yszsumocteit OC Android
naboparopusie pabotel  |3yuenne ys3sumocteit OC 10S
naboparopusie pabotsl  |M3ydenue ys3sumocteit OC Ubuntu Touch
N3yyenune Bozmoxuocteit MDM (Mobile
nabopaTopHbIe PabOTHI .
Device Management)
[IpoexTupoBaHue 3alUThI IPU
mabopartopHsie paboThl  |UCMONIB30BaHUH KoHIenuu BYOD (Bring
Your Own Device)

** ceMUHAPBI, MPAKTUIECKUE 3aHSATHS, IPAKTHKYMBI, 1a00paTOpHbIE pabOThI, KOJJIOKBHYMBI U HHbIE aHATIOTHYHBIC
3aHATHA
HNnas konTakTHasA padora

[Tpu nposenenun yueOHbIX 3aHsaTHil CI'DY obOecneunBaeT pa3zBuTHe y 00ydaroluXCsl HABBIKOB
KOMaHJIHOW pPabOThl, MEXIMYHOCTHOH KOMMYHMKAIIUW, NPHUHATHS pPELICHUH, JUAEPCKUX KadyecTB
(BKJIIOYast IpU HEOOXOAMMOCTH MPOBECHNE UHTEPAKTUBHBIX JIEKIMH, TPYIIOBBIX JUCKYCCUN, POJIEBBIX
UTp, TPEHUHIOB, aHAJIN3 CUTYallMil 1 UMUTAIIMOHHBIX MOJIENel, MpenoaaBanue AMCUUIUIMH (MOayJel) B
¢dbopMe KypcoB, COCTaBJIEHHBIX Ha OCHOBE pE3yJIbTaTOB HAayYHbIX HCCIEJOBAHUNA, MPOBOJIUMBIX
OpraHu3alyeil, B TOM 4HCJIe C Y4eTOM PErHOHAIbHBIX OCOOCHHOCTEH MPO(eCcCHOHANBHOM 1eATeIbHOCTH
BBIITYCKHUKOB U NMOTpeOHOCTEN paboToaareneil).

@opMbI M METOJIbl TPOBEACHUS WHOW KOHTAKTHOM paboThl NpUBEACHBI B MeETOIUYECKuX
YKa3aHUSX 110 OCHOBHOM MpodeccroHanbHON 00pa3oBaTeNbHOM mporpaMmme.

4.2.2 CamocTosiTeJibHasi padoTa

Neni/n |HammeHoBaHue TeMbl (pa3jesa) iMcHUILIMEbI|  Buja camocrosiTe/ibHOM padoThl ***
- IIOAr0OTOBKA JOKJIaaa
1. |Pa3paboTka MOOMIIBHBIX MPUIIOKEHHUH - IOJITOTOBKA 3JICKTPOHHOM NPE3CHTAIH

- TCCTUPOBAHNC

2. TexHonoruu odecrneueHus 6€30MaCHOCTH - IOATOTOBKA NOKJIANa




MOOUITBHBIX TPUTIOKEHHUH - IOATOTOBKA JIEKTPOHHOM MPE3eHTAIINN
- TECTUPOBAHHUE

CaMOCTOsATENbHAsl paboTa B ceMecTpe, HalHMCaHUe KYypPCOBBIX PadoT, OKJIAIOB, BBINOJIHEHUE KOHTPOJIBHBIX
pabot

*k*k

5. MaTtepuajibHO-TEXHHYECKOE H Y4eOHO-MeToInYecKoe odecnevyeHue TuCIHITHHbI

5.1 JIuteparypa:

OcHoBHasl JuTepaTypa

1. CokonoBa, B. B. BrpruncnutensHast TeXHUKa U MHQOPMAIMOHHBIE TeXxHONOTHU. Pa3paboTka
MOOWJIBHBIX MPUJIOKEHHH : yueOHUK Juisi By30B / B. B. CokonoBa. — Mockga : M3natenscTBo FOpaiir,
2025. — 160 c. — (Bwoicuiee oopasoBanue). — ISBN 978-5-534-16302-5. — Tekct : anekTpoHHbIH //
OopasoBarenbHas miathopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/561336

JlomoJTHUTeIbHAS JIUTEPATYypa

1. Ty3oBckuii, A. @. IIpoextupoBaHue u pa3paboTKa Web-IPHIOKEHHH | YIeOHHUK IJIs1 BY30B /
A. @. Ty3osckuil. — MockBa : U3narensctBo FOpaiit, 2025. — 219 ¢. — (Bricuiee o6pazoBanue). —
ISBN 978-5-534-16300-1. — Tekcr : anekrponnsiit / Obpa3oBatenbHas miatdpopma FOpaiit [caiT]. —
URL.: https://urait.ru/bcode/561176

2. ITomyskroBa, H. P. Pa3pabotka BeO-npuioxxenuii : yueonuk mi1st By3oB / H. P. ITomyskToBa. —
2-e m31. — Mocksa : UsnarensctBo FOpaiit, 2025. — 204 c. — (Bsicmiee obpazoBanue). — ISBN
978-5-534-18645-1. — Tekcr : anekrponnsiii / Obpa3oBarensHas mwiatdopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/567610

3. Kazapun, O. B. [IIporpammHo-anmapaTHbie CpeJACTBA 3aIIUThI WH(GOpPMAIHU. 3aIiuTa
IIPOrpaMMHOI0 oOecredeHus | yueOHUK U npakTukym s By3os / O. B. Kazapun, A. C. 3a6a0ypun. —
MockBa : W3marensctBo [Opaiit, 2025. — 312 c. — (Bwicmmee o6pa3oBanue). — ISBN
978-5-9916-9043-0. — Tekcr : anekrponnslii / OOpa3oBatensHas miatdopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/562070

Jluteparypa 1151 caMOCTOSITEJIbLHOTO U3yYeHHUsI
1.

5.2. IlepeyeHb JHIIEH3MOHHOTO MIPOTPAMMHOI0 00ecrieYeHHs

1. Astra Linux Special Edition «Cmosenck», «Open»; PenOC ; OC "Anbt Pabouas cranius" 10;
OC "Anbt O6pazoBanue” 10

2. MoitOduc Cranmaptasriii 2, MoiitO¢uc O6pazosanue, P7-Odwuc I[IpodeccrnonanbHerid,
MoitO¢uc Crangaptasiii 3, MoitOduc IIpodeccnonanbhsiii 3

5.3 CoBpemeHnHbIe MpodeccHoHATbHBbIE 0a3bI JaHHBIX, K KOTOPbIM 00ecnednBaeTcsi 0CTYN
o0yuarwumuxcst

1. TIIpodeccuonanphass 6a3za paHHbIX «MHpOpManMOHHBIE cHucTeMbl MUHHCTEPCTBA
sKOHOMHUecKoro pa3BuTus Poccuiickoii ®enepaunu B cetu WutepHer» (Iloptan «Odunumanshas
Poccus» - http://lwww.gov.ru/)

2. TocymapctBeHHass cucteMa mpaBoBoi uH(popmanuu «OQUIHANbHBIM HHTEPHET-IOpTa
npaBoBoit napopmarmm» (http://pravo.gov.ru/)

3. IIpodeccuonanpHast 0aza naHHbIX «DUHAHCOBO-?KOHOMHUYECKHE TMOKazarenu Poccuiickoit
denepanuny (OdpunmansHbiii calit Munucrepersa punancos PO - https://www.minfin.ru/ru/)

4. Tlpodeccuonanphas 6a3a gaHHbIX «OduuuanbHas cratuctuka» (OdunuanbHelii calT
denepanbHOI CITy)KObI TOCYAapCTBEHHOM cTaTucTuku - http://www.gks.ru/

5.4. UudopManmoHHO-CIPABOYHbIE CHCTEMbl, K KOTOPbIM oO0ecneuyuBaeTcsi JAOCTYI
o0yuarwumuxcst

1. CnpaBouno-npaBoBas cuctema «Koncynprant [Tmrocy

2. CnpaBouno-mipaBoBas cucrtema «I"”APAHT-Makcumym»

5.5. CnenuajbHbIEe MOMEIICHUSA



VY4eOHble ayIUTOPUH IS IPOBEICHUS
3aHATHN JCKIUOHHOTO TUIIA

KommuiekTsl yueHHueCKoi Mebenu
MynbTUMEAMHHBINA TPOEKTOP
Jocka

DKpaH

VYyeOHble ayAUTOPUU IJI IPOBEACHUS
MPAKTUYECKUX 3aHATUH (3aHATHHA
CEMUHAPCKOI0 TUIIA)

KommuiekTsl yueHHUECKOM Mebenn

MynbTUMEAMHHBIN TPOEKTOP

Jlocka

DKpaH

Kommierotepsl ¢ BbixonoM B ceth «MuTepHe™ 1 DUOC
CIDYy

VYyeOHble ayAUTOPUU AJIs TPYIIIOBBIX U
WHJIUBUYAIbHBIX KOHCYJIbTAIIUMA

KommuiekTsl yueHHUECKOM Mebenn

MynbTUMEAMHHBIN TPOEKTOP

Jlocka

DKpaH

Komnbprotepsl ¢ BbixonoM B cetb «MuTepHe™ 1 OUOC
CI'oy

VY4eOHble ayAUTOPUH U1 TEKYILETO
KOHTPOJISL U TPOMEXYTOUYHOM aTTecTaluu

KomruiexTsl yuennueckoit Medenu

MynpTUMEAUNHBIN TPOEKTOP

Hocka

DKpaH

Kommbrotepsl ¢ BbixonoM B cetb «MuTepHeT 1 OUOC
CI'oy

[TomerneHus 111 CAaMOCTOSATEIBLHON pabOThI

KomriekTsl yueHndeckoii Mebenu

MynbTUMEAVIHBIA TIPOEKTOP

Jlocka

OKpaH

Kommnsroreps ¢ Bbixos1oM B ceTh «MHTEpHET» M1 DMOC
CIay

[TomerneHus 1151 XpaHEHUS U
MPOPUIAKTUIECKOTO 00CTYKMBAHUS
000pynoBaHUs

KommuiekTsl ciennain3upoBaHHON Mebenu Juis
XpaHeHus: 000py10BaHuUs

5.6 JIaGopaTopuu u J1aGopaTopHOe 000PY10BAHUE

JlaGopaTtopust HHPOPMALIMOHHBIX TEXHOJIOTUH B
npodecCuoHaIbHOMN JeSITEIbHOCTH

KommekTsl yueHnueckoi Mebenn

MyibMeTUHHBIN IPOEKTOP

Jlocka

OkpaH

KomnsroTeps! ¢ Berxogom B ceth «MuTepHEeT™ 1 DUOC
CIoy

JlaboparopHoe obopymnoBaHue

6. @OoH/ OLIEHOYHBIX CPEACTB MO0 AucHuIInHe be3onacHocTh MOOHIBLHBIX MPUIOKEHHIA:

6.1. KoHTpoJ/IbHBbIE MEPONPHUSTHA 10 JUCIUILIMHE

®opMa KOHTPOJISI OTmeTuTH
Bup xontpos Hysoe
3HAKOM
«+»

Texymuit KOHTPOJIb OneHKa JT0KJIaJI0B +
TectupoBanue +
JlaGopaTopHbie pabOoThI +
IIpoMeXyTOUYHBIN KOHTPOJIL  |3a4yeT +

ITopsinok mnpoBexeHUs] MepPONPHUATHH TEKYIIEro M IPOMEKYTOYHOI0 KOHTPOJISA
onpeneasiercs MeToan4ecKMMH YKa3aHUSIMU 110 OCHOBHOMH NpodeccuoHa/IbHO 00pa3oBaTeIbHOM



nporpamMme Bbicuiero oopaszoBanusi; IlosioxkeHuem o0 0aNJIbLHO-PEHTHHIOBOW CHCTEMe OLEHKHU
ycneBaeMoOCTH OOy4alIIUXcsl MO0 OCHOBHBIM 00pa3oBaTejbHbIM MPOrpaMMaM  BbICHIETO
o0pa3oBaHus nporpaMmMaM 0OakajaBpuaTa, NnporpaMMaM CcHelHAJHTeTa, MNporpaMMam
MarucTparypol B ¢eaepajbHOM rocyiapcTBEHHOM ABTOHOMHOM 00pa30BaTeJIbHOM YYpe:KIeHUH
BbicHIero oopaszoBanus «CaMmapckuid rocy1apcTBeHHbIH IKOHOMUYECKH YHUBEPCUTET.

6.2. [lnanupyemble pe3yJibTaThl 00y4eHUsI 10 AUCHUILINHE, 00ecTieYnBalOlUe JOCTUKEHHe

IUIAHMPYEMbIX Pe3yJIbTATOB 00yUYeHHs 10 MporpamMmMme
Ipodeccnonanbubie komnerenuun (IK):

[TK-1 - CriocoGeH k 00HapyKCHHUIO ¥ UICHTH(PUKAIIMN HHIIHICHTOB B IPOIIECCE IKCILUTyaTaIlH

ABTOMATHU3MPOBAHHOW CHCTEMBI

IInanupyemsie |([l1anupyemble pe3yJbTaThl 00yUYeHUs M0 TUCHUIIMHE

pe3yIbTaThI

o0OydeHus 1o

porpaMmme
IIK-1.1: 3HaTh: IIK-1.2: YMmeTh: I1K-1.3: Bragers (MMeTh

HAaBBIKH):
0COOEHHOCTH oOHapy»XuBaTh U HaBbIKaMU OOHAPYKEHUS U
WHIIUJICHTOB B MIPOIIECCE (UIEHTUPHUITUPOBATH UIEeHTU(DUKAIIMN UHITUJEHTOB
JKCILTyaTaluu WHIIMJICHTHI B TIpOIIecce B IIPOLIECCE IKCILTyaTalUU
ABTOMAaTU3UPOBAHHON JKCIUTyaTaIuu aBTOMATU3UPOBAHHON
CHCTEMBI aBTOMAaTHU3UPOBAHHON CHCTEMBI
CHCTEMBI
[ToporoBsrii YCBOEHO OCHOBHOE BrIoIHSI0TCS HE BCE Bnanenue He BcemMu

cojiepaHue, HO
u3naraercs
¢dbparmMeHTapHo, HE Bceraa
MOCJIEI0BATEIBHO,
onpeAeseHus MOHITUI
HEJOCTATOYHO YETKHE, HE
UCIIOJIB3YIOTCS B KAUECTBE
JI0Ka3aTeNbCTBA BHIBOJIBI
1 00001IeHHS U3
HAOJII0ICHUM,
JIOTTYCKAIOTCSI OITUOKHU B
WX U3II0KEHUH,
HETOYHOCTH B
npodecCHOHANBHOM

onepaunuu JIeCTBYS,
JIOTTYCKa0TCs OIIMOKY B
IIOCJIEI0BATEIbHOCTH UX
BBITIOJIHEHMUS, JEUCTBUE
BBIITOJIHACTCS
HEJIOCTaTOYHO OCO3HAHHO

HEOOXOIMMBIMU HaBBIKAMH,
UMEIOLIHUICS OTIBIT
¢parmeHTapeH

CrannapTHslii (B

Ornpenenenust NOHATHIA

Brinmonusrorcs Bce

B nenom BiageHue

JIOTIOJIHEHUE K [Tal0TCS HEIOJIHBIC, onepanuy, HEOOXOIMMBIMH HaBBIKAMU
MIOPOTOBOMY) JIOITyCKaeTCs IMOCJIEIOBAaTEIbHOCTh UX W/WJIH UIMEET OIBIT
HE3HAUYNTEIIHLHEIC BBITTOJTHCHUS
HapyIlIeHus B COOTBETCTBYET
MOCJIEI0BAaTEILHOCTH TpeOOBaHUSM, HO JICHiCTBHE
W3JI0KEHHS, HEOOJIbIIINE |BBIIOIHAETCS
HETOYHOCTH IIPU HEJOCTATOYHO OCO3HAHHO
WCIIOJIb30BAaHUH HAYYHBIX
KaTeropui,
(bOopMyITUPOBKHI
[ToBbiieHHBI  |YETKO M IPaBUIIBHO Brimmonusarorcs Bce Bnanenue Bcemu

(B mOomIOJIHEHWE
K TIOPOTOBOMY,
CTaH/IapTHOMY)

JIAI0TCSI ONIpECIICHHUS],
MTOJTHO PaCKPBIBACTCS
colepKaHUE MTOHATHH,
BEPHO HCMOJIb3YETCS
TCPMHHOJIOT'UA, ITPU 3TOM
OTBET CaMOCTOSTCIIHHBIM,

oreparu,
MOCJIEIOBATEIBHOCTD UX
BBINOJIHEHUSI TOCTATOYHO
XOpOIIO MPOTyMaHa,
JieicTBUE BBITIOJHSETCS B
IIEJIOM OCO3HAHO

He00XOAUMBIMUA HaBBIKAMU
/WA UMEET OTIBIT




UCIIONIb30BaHbI paHee
pHUOOpETEHHBIC 3HAHUS

[TK-2 - Crioco0eH K OIIeHKe 3aIUIEHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM C MOMOIIBIO0 TUTTOBBIX
MIPOrPAMMHBIX CPEJICTB

IInanupyemble |Ilnanupyemblie pe3yabTaTbl 00y4eHHS 10 JUCHHUIINHE

pe3yJIbTaThI

o0ydeHus 1o

IIPOrpaMMe
I1K-2.1: 3nats: ITIK-2.2: YmeTs: [1K-2.3: Bragets (MuMeTh

HaBBIKH):

0COOEHHOCTH 3aILUThI OLICHMBATh 3AIUIICHHOCTh |HABBIKAMU 3aLIMILEHHOCTU
ABTOMATHU3UPOBAHHBIX ABTOMATHU3UPOBAHHBIX aBTOMATHU3UPOBAHHBIX
CUCTEM C ITIOMOULIBIO CHUCTEM C ITIOMOULIBIO CHUCTEM C IOMOUIBbIO THUIOBBIX
TUIIOBBIX MPOTPAMMHBIX [THUIIOBBIX IPOTPAMMHBIX IIPOrPaMMHBIX CPEJCTB
CPEICTB CPEICTB

[Toporosslii Y CBOEHO OCHOBHOE Belnonsstores He Bee Bianenue He Bcemu

CoJIep)KaHue, HO
u3jaraeTcs
dbparMeHTapHO, HE BCeria
MIOCJICA0BATEILHO,
onpeeeHUs TOHIATHH
HEJIOCTATOYHO YETKHE, HE
UCTIOJIB3YIOTCS B KAUECTBE
JI0Ka3aTeJIbCTBA BHIBOJIBI
1 000011IeHYS U3
HaOII0CHUH,
JIOITYCKAKOTCSl OIMOKH B
UX U3JI0KEHHH,
HETOYHOCTH B
poQeCCHOHAILHON

orepaiuu J1enCcTBus,
JTIOTTYCKAIOTCSI OITUOKHU B
MOCIIE0BATEIHLHOCTH UX
BBIIIOJIHCHU A, I[GﬁCTBI/IG
BBITIOJTHSIETCS
HEJ0CTaTOYHO OCO3HAHHO

HE0OXOTUMBIMU HaBBIKAMH,
MMEIOLIUNCS OMBIT
(dbparMeHTapeH

CrangapTHblii (B

Ornpenenenust NOHATHMA

Brinmonusarorcs Bce

B nenom BiageHue

JIOTIOJIHEHUE K [Tal0OTCS HEIOJIHBIC, ornepanuy, HEO0O0XOINMMBIMHU HaBBLIKAMH
MIOPOTOBOMY) JIOITyCKaeTCs MOCJIEIOBATEILHOCTh UX W/UIU UMEET OIBIT
HE3HAYHNTEIIHLHEIC BBITIOTHEHHU S
HapylIeHUs B COOTBETCTBYET
MMOCJIEIOBATEILHOCTH TpeOOBaHUSIM, HO JICHCTBHE
W3JI0KEHHS, HEOOJIbIINE |BBIIOIHAETCS
HETOYHOCTH TPHU HEJOCTATOYHO OCO3HAHHO
HCIIOJIb30BAaHUM HAYYHBIX
KaTeropuii,
(bopMyITHPOBKH
[ToBbiieHHBIM  |YETKO M IPAaBUIIBHO BrimonHsAr0TCS BCe Bnanenue BceMu

(B mOTIOJTHEHWE
K IIOPOTOBOMY,
CTaH/IapTHOMY)

JTAKOTCS OIPENEIIEHNS,
MOJTHO PACKPBIBAETCS
CoZEpKaHUE TTOHATUH,
BEPHO HCMOJIb3YETCS
TEPMHHOJIOT U, IIPU 3TOM
OTBET CaMOCTOSITEIbHBIN,
HCIIOJIb30BaHbI paHee
pruOOpETEHHBIC 3HAHUS

oreparu,
MOCJIEIOBATEIBFHOCTD UX
BBINOJIHEHUS! TOCTATOYHO
XOpOIIO MPOoTyMaHa,
JieiicTBUE BBITIOJHSETCS B
IIEJIOM OCO3HAHO

He00XOOIUMBIMUA HAaBBIKAMU
/WA UMEET OTIBIT

[1K-4 - Cnioco0eH k aHaJIM3y U3MEHEHUs yrpo3 6€30MacHOCTH HHPOPMAIIMH aBTOMaTHU3UPOBAHHOMN
CHCTEMBI, BOSHUKAIOUINX B XOJI€ €€ IKCILITyaTaluu

[Inanupyembie
pe3yabTaThI
o0y4eHHs 10
porpaMme

[Inanupyemble pe3yabTaThl 00y4eHHs M0 AUCHHUILINHE




I[1K-4.1: 3uartsb:

[1K-4.2: YMmeTs:

[1K-4.3: Baagets (MMeTh
HaBBIKH):

OCHOBHBIE YTPO3BI
0€e301acHOCTH
uHpopMaun
ABTOMATH3UPOBAHHOM
CHCTEMbI, BO3HHKAIOIIUX
B XOJIC €€ IKCILIyaTaIluu

aHAJM3UPOBATh U3MEHEHUS
yrpo3 6e301acHOCTH
uHpopMaun
ABTOMAaTU3UPOBAHHON
CHCTEMBI, BOSHHKAIOIINX B
XOJI€ €€ HKCILTyaTaliu

HaBbIKaMH aHaJINn3a
U3MEHEHUS yrpo3
6e3onmacHOCTH HHPOPMALIUN
aBTOMaTU3UPOBAHHON
CHUCTEMbI, BOSHUKAIOIIUX B
XO0JIe €€ IKCIUTYaTaluH

[ToporoBssiii

Y CBOGHO OCHOBHOE
cojiepaHue, HO
u3jaraeTcs
(dbparmMeHTapHO, HE BCET1a
MIOCJICA0BATEIBHO,
OTpeIeTICHUS TTOHATHI
HEJIOCTATOYHO YETKHE, HE
UCIIOJIB3YIOTCS B KaYeCTBE
JI0Ka3aTeJIbCTBA BHIBOIBI
1 000011IeHYS U3
HaOII0CHUH,
JOTIYCKaIOTCs OIINOKHY B
X U3JI0KEHUH,
HETOYHOCTHU B
poQeCCHOHAIBHON

BrIinonasioTcsa He Bce
onepalnuu J1eCcTBus,
JIOTTYCKAIOTCSI OLTUOKHU B
IMOCJICIOBATEILHOCTH X
BBIINIOJIHCHU A, I[CﬁCTBHG
BBITTOJTHSCTCS
HEJOCTAaTOYHO OCO3HAHHO

Brnanenue He BceMu
HEOOXOIMMBIMH HAaBBIKAMU,
MMEIOIINICS OITBIT
(dbparMeHTapeH

CrannapTHblii (B

OrnpenenieHus MOHATHIA

BrinonHsr0oTCS BCe

B nenom Branenue

JIOTIOJIHCHUE K [Tal0TCS HEIOJIHBIC, onepanuy, HE0O0XOIUMMBIMU HaBbIKAMH
MIOPOTOBOMY) JIOIyCKaeTCs IMOCJIEIOBATEILHOCTh UX W/UIU UMEET OIBIT
HE3HAYHNTEIIHHEIC BBITIOTHEHHUS
HapylIeHUs B COOTBETCTBYET
MMOCJIEIOBATEILHOCTH TpeOOBaHUAM, HO JICHCTBHE
W3JI0KEHHS, HEOOJIbIINE |BBIIOIHAETCS
HETOYHOCTH TPHU HEJOCTATOYHO OCO3HAHHO
HCIIOJIb30BAHUM HAyUYHBIX
KaTeropvii,
(bopMyITHPOBKH
[ToBbiieHHBI  |YETKO M IPAaBUIBLHO BreinmonHsr0TCS BCe Bnangenue BceMu

(B momonHEeHUE
K [I0POrOBOMY,
CTaH/IapTHOMY)

JTAIOTCS OIpe/IeTICHMUS,
IIOJIHO PaCKpBIBAETCS
coAepKaHue MOHATHH,
BEPHO UCIOJIB3YETCS
TEPMHHOJIOTHS, IPH 3TOM
OTBET CaMOCTOSITENIbHBIH,
UCIIOJIb30BaHbI paHee
pHOOpPETEHHBIE 3HAHUS

oTiepanum,
MOCJIEeI0BATEIbHOCTD UX
BBITTOJIHEHHSI TOCTATOYHO
XOPOIIO NMPOJyMaHa,
JIeiCTBUE BBITIOJHSICTCS B
LIEJIOM OCO3HAHO

HCO6XOI[I/IMI)IMI/I HaBbIKaMH
W/UIU UMEET OIBIT

6.3. IlacnopT OLIEHOYHBIX MATEPUATIOB

Ne HanmeHnoBaHMe TeMbl KouTtposmpyemsie Buj xoHTpoOssi/UcnoIb3yeMble
n/m | (pasgena) IMCUMIIMHBI IVIAHUPYeMble OLICHOYHbIE CPEACTBA
pe3yJbTaThl 00yUYeHust
B COOTHOLLICHHH €
pesyJbTaramu Texymmit IIpoMexxyTOYHBII
o0yuyeHus1 Mo
nporpaMmme
1. Pa3zpaboTka MOOHIEHBIX IIK-1.1, ITIK-1.2, IIK- OneHKa JOKIag0B 3auer
MIPUIIOKEHU T 1.3, IIK-2.1, TIK-2.2, V CTHBII/IUCEMEHHBIN
IIK-2.3, [IK-4.1, I1IK- omnpoc
4.2, I1K-4.3 TectupoBanue




IIpakTrueckue
3a7jauu

Onenka
KOHTPOJIbHBIX PaboT
(U1t 3204HOM hOpMBI

00y4eHus)
Texuonorun obecrneuenus: |[1K-1.1, ITIK-1.2, TTK- OrnecHKa JOKIag0B 3auer
6e3omacHoct MmoouneHbIX |1.3, ITIK-2.1, T1IK-2.2, VY CTHBIA/TIMChbMEHHBIH
MIPUIIOKEHUI IIK-2.3, I[IK-4.1, IIK- onpoc

4.2, I1K-4.3 TectupoBanue

IIpakTrueckue

3a1a49M

Ouenka

KOHTPOJIBHBIX PaboT
(U1t 3204HOM hOpMBI
o0OyueHus)

6.4.0neHoYHbIe MAaTEPHAJIbI VIS TEKYLIEr0o KOHTPOJIS

IlpuMepHasi TeMaTHKA TOKJIAI0B

Pazgen nucuumianibl (TeMbl

Pazpaborka moOmnbHbIX (1. KnmnenTt-cepBepHOE B3anMOA€HCTBIE MOOMIIBHBIX TPUIIOKEHUH .

IIPWIOKEHUN 2. OcoOEeHHOCTH MCII0Ib30BaHUS KapTOrpa@uecKuX CEpPBUCOB U T'€0JIOKAlUU
npu pa3paboTKe MOOUIIBHBIX TPUIIOKCHUH.

TexHonoruu 3. Pemienue TunoBbIX npo0seM 3aluThl MOOUIIBHBIX YCTPOMCTB B

obecrieueHus KOPIIOpaTUBHOM CpeJe.

0e3omacHOCTH 4. CoBpeMeHHbIE TEH/ICHIIUH 1 HalpaBJIEHUs pa3BUTHsI METOJIOB U CPE/CTB

MOOUIIBHBIX 3alUThl OT MOOMJIBHBIX YIPO3.

MIPUIIOKEHUN

Bonpocs! 1J1s1 YCTHOT0/MMCbMEHHOT0 01IPOca

Pazaen nucuuniiuasl |Bonpocsl

Pa3paborka MoObunbHbIX [1. Onucanue ukia pa3paboTKu MOOMIBHBIX MPHIIOKEHUH U UCTIOIb3YEMbIX

MPUIOKEHU I HPOTPaMMHBIX CPEJICTB.

2. OcoOEHHOCTH TECTHPOBAHUSI MOOMIIBHBIX MTPHIIOKECHH.
TexHonoruu 3. Knaccudukarus 1 METoAb! OLIEHKH YTpo3 HH(OpMAIIMOHHON 0€30MacHOCTH
obecrieyeHus OT MOOWJIBHBIX YCTPOWCTB.
0e30MacHOCTH 4. Buenpenue cuctem MDM (Mobile Device Management), kak cocTaBHas
MOOUIIBHBIX 4yacTh CTpaTeruu obecrnedeHus: 6e30MacHOCTH KOH(UIeHIHaIbHON
NPUIIOKESHU I UHGOPMAaIIMU TIPU UCTIOIB30BAHUN MOOMIIBHBIX YCTPONCTB.

3amaHusi IUIsl TECTHPOBAHUS MO JUCIMILJIMHE ISl OIleHKH c()OPMHUPOBAHHOCTH KOMIeTeH Ui (Min
20, max 50 + ccepaky Ha IUOC ¢ TecTammn)
https://Ims2.sseu.ru/course/index.php?cateqoryid=1918

1. Kakas U3 cienyromux yrpo3 sBisercss Hanbosee pacpoCTpaHEHHOM 11 MOOMIIBHBIX MPHIIOKEHHH?
a) BpemoHocHbIe MporpaMMBbl, TaKHe Kak BUPYCHI

b) [Mognenka naHHBIX MOJIB30BATENCH

c¢) B3iom naposneii (mpaBUIIbHBIN OTBET)

d) dusnueckas kpakxa MOOMIIBHOTO YCTPOHCTBA

2. Yro takoe SSL-ceptudukar?

a) YCTpOMCTBO JIs 3aIUTHl (PU3UIECKOM 0€30MacHOCTH MOOMIIBHOTO YCTPOMCTBA

b) [Iporpammuoe obecnieuenue i MU(GPOBAHUS TaHHBIX B MOOMJIBHOM MPUIIOKEHUN

C) DJIEKTPOHHBIA cepTU(UKAT, KOTOPHIM oOecreynBaeT 0€30MacHOE COCTMHEHUE MEXKIY KIUECHTOM H
cepBepoM (ITpaBUIIbHBIN OTBET)



https://lms2.sseu.ru/course/index.php?categoryid=1918

d) UHCTpyMEHT 1151 B3710Ma MOOVIIBHBIX TIPHIIOKCHHUI

3. Uto Takoe OWASP?

a) Opranuzanus, 3aHIMAIOLIAsICS Pa3padOTKON MOOMIIBHBIX MPUIIOKEHUH

b) MexynapogHast acCOIMaIys N0 CTaHAAPTU3aINU MOOWIIBHBIX TPHIIOKCHUN

c¢) IIpoekT, mpenocTaBIsAIOMNNA CIMCOK HanbOoJiee PaclpoOCTPaHEHHBIX YA3BUMOCTEH BeO-TIPUIOKEHUH
(TIpaBWIIBHBINA OTBET)

d) Texnonorus mudpoBaHUS TaHHBIX B MOOMIIBHBIX TPHIIOKEHHIX

4. Yto Takoe oOparTHas pa3zpaboTka (reverse engineering) MOOUIBHOTO MPUIIOKEHUS?

a) [Ipouecc pa3paboTku MOOHIBHOTO MPHIIOKEHUS C HYJIS

b) IIpouecc m3ydeHus U aHanu3a pabOTArONIEr0 MOOMIBHOTO HPHJIOXKEHHS C IIEbI0 MOHUMAHHS €ro
CTPYKTYpBI X (PYHKIIMOHATIBHOCTH (IIPABHJIbHBINA OTBET)

c) [Ipouecc BHEApEHNS BPEIOHOCHOTO KO/Ia B MOOMIIBHOE IIPUIIOKECHHE

d) [pouecc npoBepKr MOOMIIBHOTO IPUIIOKEHHS HA HAJTMYNE YSI3BUMOCTEH

5. Kakas TexHumka oOecreunBaeT 3allUTy OT aTaku mnepexsara (man-in-the-middle) B MOOMIBHBIX
MPUIOKEHUSAX?

a) llludposanue nanueix ¢ nomouisio SSL/TLS (npaBuibHbIiA OTBET)

b) YcranoBka gusndeckux 6aprepoB UIst MOOMIIBHBIX YCTPOMCTB

c¢) broxupoanue IP-anpecoB 3mM0yMBIIITICHHUKOB

d) YcraHOBKa aHTUBHPYCHOTO MIPOTPAMMHOT0 00€CIIeYeHHSI HA MOOHMITLHBIC YCTPOKCTBA

6. Kakas u3 cnemgyrommx mep sBisieTcst Hanbosee 3 GpeKTUBHOM 11l 3a1IUTHl MOOWIBHBIX MPHIIOKEHHUN
OT BPEJOHOCHBIX IpOorpamMm?

a) YcraHoBka OpaHaMay’pa Ha MOOWIBHOE YCTPOHCTBO

b) IlIndpoBanne 1aHHBIX MOOUIBHOTO MIPHIOKCHHS

c¢) PerynspHabie 0OHOBIJIEHHS ONEPALMOHHON CUCTEMBI U ITPUIIOKEHUH (IIPaBUIIbHBINA OTBET)

d) 3anper Ha 3arpy3Ky CTOPOHHUX NPUI0KEHUH Ha MOOMIIBHOE YCTPOICTBO

7. Yto Takoe araka "coluaabHasi HHXEHEpUs'" B KOHTEKCTe MOOMIIBHBIX MPHIIOKEHUH?

a) Ataka, Ipy KOTOPOH 3JI0YMBILIEHHHUK IBITAETCSI OOMaHYTh MOJIb30BATENEH, YTOOBI MOITYYUTh TOCTYI
K UX JUYHOU MH(OpMaIuK (IpaBUIbHbIN OTBET)

b) Araka, HanpaBJeHHas Ha B3JIOM IapoJsied MOOUIIbHBIX MPUIIOKEHHUH

¢) ATaka, Ipyu KOTOPOH 3JI0YMBIIJIEHHUK MOJIy4aeT (pU3nyecKuit 10cTyn K MOOMIBHOMY YCTPOUCTBY

d) Ataka, mpu KOTOpPOM 3JOYMBIIUIEHHUK IIOJIy4aeT YJAJECHHBI JOCTYH K CepBepy MOOMIIBHOTO
IIPUJIOKEHUS

8. Kakoii Bug ayreHTUUKALMY sBIsieTCs Hanbosiee 6e30MacHbIM JIIsi MOOUJIBHBIX MPUIIOKEHUIN?

a) AyTeHTU(UKAIMS 110 TapOoIIo

b) AyreHTH(UKaLKS IO OTIIEYATKY Majiblia

¢) AyTeHTHUQUKaAIUs 10 OMOMETPUYECKUM JIaHHBIM, TAKUM KaK CKaHUPOBAaHUE JIMIIA UM PAacllO3HABaHUE
roJjioca (MpaBUIIbHBIN OTBET)

d) Ayrentudukanus no SMS-xony

9. Yto Takoe aekommmsius (decompilation) MOOHIBHOTO TIPUITOKEHUS?

a) [Iponecc ynaneHust BpeJOHOCHOTO KO/1a U3 MOOMIIBHOTO TPUIIOKEHUS

b) Ilpormecc mpeoOpa3oBaHUs CKOMITUIUPOBAHHOTO MOOWJIHHOTO TMPHUIIOKEHUS B €r0 MCXOIHBIN KOJI
(IpaBUIIbHBINA OTBET)

¢) [Ipouiecc mpoBepku MOOMIBHOTO MPUIIOKEHUS HA YSI3BUMOCTH

d) IIpouecc mmdppoBaHus JaHHBIX MOOMIIEHOTO IPUIIOKEHUS

10. Yro Takoe ya3BUMOCTH "insecure data storage" B MOOMIIBHBIX PUIIOKEHUSIX ?

a) VYsI3BUMOCTb, IpPH KOTOPOH MOOMIBHOE NPUIOKEHHUE XPAHUT KOH(UIEHIMAIbHbIE JIaHHbIE
MOJIb30BaTENsl B He3aM()pOBaHHOM BUIE HA YCTPOUCTBE (IIPABUIILHBIN OTBET)

b) Vsa3BuUMOCTh, BbI3BaHHAas OTCYTCTBUEM OOHOBJICHHWW OMNEPAIMOHHOW CHUCTEMBl Ha MOOWJIBHOM
YCTPOMCTBE



¢) YsI3BUMOCTb, BhI3BaHHAsI HETIPABUIILHON KOH(pUTypanuei OpanaMayspa Ha MOOUIIEHOM YCTPOMCTBE
d) Ysa3BuMOCTh, IpU KOTOPOW MOOMIIBHOE HPUIIOKEHHE OTKPBIBAET JOCTYN K 0a3e NaHHBIX APYTHX
MPUJIOKEHUN HA YCTPONCTBE

11. Kakas u3 cieayromux TEXHOJIOTHI 00eceyrBaeT 3alMTy OT aTaky nepedopa naposiel B MOOMIBHBIX
IIPUIOKEHUSX?

a) CAPTCHA-npoBepka

b) MHorogakTopHas ayTeHTH(PHUKAINS

c) brokupoBka y4eTHOW 3amMCH MOCIe HECKOIBKUX HEYAAYHBIX IOMBITOK BBOJAA Maposis (TpaBUIbHBINA
OTBET)

d) ludposanue naposeii Ha cepBepe MOOMIBHOTO TPHIIOKEHHUS

12. Yto takoe ys3BUMOCTS "side-channel attack" B KoHTEKCTE MOOMIIBHBIX MPUITOKCHHI?

a) YS3BHUMOCTh, IIPH KOTOPOW 3JO0YMBIIUICHHUK TIOMYy4YaeT JOCTYN K OOKOBBIM KaHAajaM CBS3M MEXKIY
MOOWJIBHBIM YCTPOHCTBOM H CEPBEPOM

b) Vs3BUMOCTb, BbI3BaHHASI OTCYTCTBUEM HIHM(PPOBAHUS JAHHBIX B MOOUIHHOM MPHIIOKECHUH

¢) YA3BUMOCTD, IIPH KOTOPOI 3J0YMBIIIIEHHUK UCIOJIb3YeT (GU3MUECKUE XapaKTePUCTUKH YCTPONCTBA
IUTS TTOJTYYeHUST KOH(UICHINATLHOW nH(DOpManuu (TIPaBUILHBIA OTBET)

d) Ysa3BuMocTh, cBsi3aHHas ¢ nojaaenkoil [P-agpeca MoOuIbHOTO ycTpoicTBa

13. Yto takoe "canutapHas o6paboTka" (sanitization) B MOOMIJIBHBIX TIPHIIOKCHHUAX ?

a) [Iponecc ouncTkM MOOMIIBHOTO YCTPOMCTBA OT BPEIOHOCHBIX MTPOrpaMM

b) [Ipouecc mpoBepku MOOMIBHOTO MPHUIIOKEHUS HA HATMYKE YSI3BUMOCTEH

c) Ilpomecc ynameHuss KoHQUACHIMATFHOW WH(POPMAIMK W3 TAMITH MOOWIBHOTO YCTPOMCTBa
(TIpaBWIIBHBINA OTBET)

d) IMpornecc mudpoBaHus JaHHBIX TIEPE UX Tepeaadeii o CeTH

14. Yro Takoe "TecTHpoBaHHE HAa MPOHUKHOBeHHE" (penetration testing) MOOUIBHOTO MPUIIOKEHUS?

a) [Iponecc mpoBepkn MOOMIIBHOTO MPUIIOKEHHS HA HATMYHME YSI3BUMOCTEH

b) Iportecc mpoBepku MOOMIIBHOTO MPUIIOKEHUS Ha COOTBETCTBUE TPEOOBaHUIM (YHKIIMOHATBHOCTH

c¢) [Ipouecc cumynsanuu peasbHON aTakd Ha MOOWJIBHOE MPHIIOKEHHE JUIs BBIBICHUS YSA3BUMOCTEH U
OLIEHKH ero 0€30MacHOCTH (MpaBUIbHBINA OTBET)

d) IIpouecc ynaneHus BpeJOHOCHOTO KOJIa U3 MOOMIIBHOTO MPHIIOKEHHS

15. Yto Takoe aTtaka "Opytdopc" (brute force) B KOHTEKCTE MOOMIIBHBIX MPHIIOKEHUH?

a) ATaka, Ipu KOTOPOH 3I0YMBIIIIEHHHUK MTOJIYYaeT JJOCTYI K CEPBEPY MOOMIBHOTO TIPHIIOKEHUS

b) ATaka, Mpy KOTOPOH 3JOYMBIIIJIEHHUK HUCIOJIb30BAHUT CIELUAILHOTO MPOrPaMMHOI0 0OecredeHus
Ui epebopa BCeX BO3MOKHBIX KOMOMHAIUI Mapojeil ¢ 1eabio MOJy4dyeHUs JoCTyna K MOOMIBHOMY
MPUIIOKEHUIO (TIPAaBUIIbHBINA OTBET)

c) ATtaka, Npu KOTOPOH 3JIOYMBIIUIEHHUK IIE€PEXBaThIBAET CETEBOM TpaduK MEXIYy MOOMIbHBIM
YCTPOMCTBOM U CEPBEPOM

d) Artaka, mpu KOTOPOI 3TTOYMBIIIJICHHUK U3MEHSET JaHHbIE B MOOMIIEHOM TIPUIIOKEHUT

16. Yro Takoe ysa3BUMOCTH "HEIOCTATOYHAS ayTeHTH(PHUKANNA" B MOOMIIBHBIX TPUIIOKEHUSX ?

a) Ys3BUMOCTB, BBI3BaHHAsI OTCYTCTBHEM IIU(POBAHUS JaHHBIX B MOOMIIBHOM MPUIIOKEHUN

b) Vs3BUMOCTS, TpH KOTOPOI MOOUITEHOE MTPUIIOKEHUE MTO3BOJISIET TIOJIB30BATEIIO aYyTEHTU(UIIMPOBATHCS
0€e3 10CTaTOYHbIX MPOBEPOK (IIPABUIILHBII OTBET)

) Ys3BUMOCTb, BbI3BaHHAs! OTCYTCTBHEM 3aIlUThI OT BUPYCHBIX MPOTPaMM Ha MOOMJIBHOM yCTPONCTBE
d) Ya3BuUMOCTb, CBA3aHHAs ¢ (PU3UYECKUM JJOCTYIIOM K MOOMIIBHOMY YCTPOMCTBY

17. Yro Takoe "kpuntorpaduyueckas 3amuTa" B MOOMIBHBIX MTPUIOKEHUAX?

a) [Iponecc ourcTkr MOOMIIBHOTO YCTPOHCTBA OT BPEIOHOCHBIX ITPOTpPaMM

b) Ilpomecc mmppoBaHus AaHHBIX B MOOWIBHOM TPWIOKEHUU Ui  OOCCIECUeHUs UX
KOH(PHUICHIIMAIBHOCTH U IIEJIOCTHOCTH (TIPaBHIIHHBIA OTBET)

c) [Iponecc ynanenus KoH(puACHINAIBHOW HHPOPMAIIUN U3 TaMSATH MOOMIIBHOTO YCTPOHCTBA

d) [Iporecc mpoBepkr MOOMIBLHOTO TPHIIOKEHHUS HA COOTBETCTBHE TPEOOBAHUSAM 0€301TaCHOCTH



18. Uto takoe "TecTupoBaHue Ha cTopoHe kiaueHTa" (client-side testing) MOOMIBHOTO IPUITOKEHUS?

a) IIporecc mpoBepkn MOOMIIBHOTO MPHJIOKEHHS HA HAJTMUUE YS3BHUMOCTEH, CBSI3aHHBIX C KIMEHTCKOU
4acThIO (ITPaBUIIBLHBIN OTBET)

b) IIporecc mpoBepkr MOOUIBLHOTO MPUIIOKEHUS HA COOTBETCTBHE TPEOOBAHUAM ()YHKITMOHATLHOCTH

¢) [Ipornecc ynaneHust BpeIOHOCHOTO KOJIa M3 MOOMIBHOTO TIPUIIOKEHUS

d) IIporecc cumymsiuu peaibHOM aTaky Ha MOOUIIBHOE MTPHIIOKEHUE ISl BBISIBJICHUS YSI3BUMOCTEH

19. Yrto Takoe '"3ammuTa OT oOOpaTHOW pa3paboTku" (anti-reverse engineering) B MOOMIIBHBIX
MPUITIOKEHUAX ?

a) Ilpouecc mpoBepkH MOOMJIBHOTO TPHIIOKCHUS HA HAIWYME YSI3BUMOCTEH, BBI3BAHHBIX OOpaTHOM
pa3paboTKOM

b) IIportecc mudpoBaHus U 3aMUTHI KOJa MOOMIBHOTO MPUIOKEHHUSIOT 0OpaTHOM pa3pabOTKH C LETbI0
MPeIOTBPALIEHHS ero aHajau3a U MoguuKauuu (MpaBUIbHBIA OTBET)

¢) [Ipouecc ynanenust BpeAOHOCHOTO KOJa U3 MOOMIIBHOTO TPUIIOKEHUS

d) [Iponecc cumynsnuu peanbHOI aTaky Ha MOOUJILHOE MPUIIOKEHUE JJIs1 BBISIBICHUS YSI3BUMOCTEH

20. Yo Takoe "6e3omacHoe xpaHunuiie" (secure storage) B MOOMIIBHBIX MPUITOKECHHIX ?

a) Mecro i (pu3HYeCcKOro XpaHeHUsI MOOMIIBHBIX YCTPOMCTB C IENbI0 PEAOTBPALICHUS KPaKU

b) Kpunrtorpadguuecku 3amMIIEeHHOE XpaHWIUIIE IS XpaHEHUS KOH(UIEHIIMAIBHBIX JIaHHBIX
MOOUJIBHOTO MPUJIOKEHUS (IIPaBUIIbHBIN OTBET)

c) CrnenuanbHoe MpOrpaMMHOE oOecredeHue ISl yIajdeHHsl BPEIOHOCHBIX MPOrpamMM C MOOUIIBHBIX
YCTPOWCTB

d) Mecto ans XxpaHeHUs pe3epBHBIX KOMUI MOOMIIbHBIX TPUIIOKEHUN

IMpakTuueckue 3axauu (Min 20, max 50 + cebiky Ha DUOC ¢ JIEKTPOHHBIM H3IaAHUEM, €CJIH
HMeeTcs)
https://Ims2.sseu.ru/course/index.php?categoryid=1918

Paszgen aucoumianubl (3agauun

Pazpabotka MoOmibHBIX (1. BBeieHHe B aAMUHUCTPUPOBAHUE CUCTEMAMU BUPTYaIU3alMU
MIPUIIOKEHU N . AAMHHMCTpUpPOBaHue cucTeM XpaHeHus AaHHbIX (CX/)

. Kondurypuposanue cetu

. Coznanue nonb30BaTeNbCKOro nHTepgeiica

. BzaumoneiictBue ¢ 6a3aMu U UCTOYHUKAMU JIaHHBIX

. MOHUTOpPUHT IPOU3BOAUTEIBHOCTH

. Co3nanue 1 HacTpolKa KacTepa BUPTyaTu3aliuu

. JloGaBieHre NoIEPKKU MOUCKA B MPUIIOKEHHUE

. Bsaumopeiicteue ¢ Web 3.0

10. JlenieHTpaIn30BaHHBIE MOOUIIHHBIE TTPHIIOKEHHSI

OO ~NOoO ol WN P

TexHonornn 11. C6op unpopmau 0 MOOMIBHOM MPUIIOKEHUN
obecrieyeHust 12. TectupoBaHue 3aMIICHHOCTH MEXaHU3Ma YIPABJICHUS JOCTYIIOM H
Oe3omacHoCTH CecCUsIMU

MOOMITBHBIX 13. OTKa30yCTONYMBOCTD U 3aIINTa JTAaHHBIX

MPUIIOKEHU I 14. Perynsipoe o6cay’uBaHHE KO/1a MOOMIIBHOTO IPUIIOKEHUS
15. Hactpoiika n 6e30macHOCTb BUPTYaIbHBIX CeTEN

16. Hactpoiika 6penmayspa

17. Hactpoiika aHTHBUpYCa

18. Pe3epBHOE KONMPOBAaHHE U BOCCTAHOBJIEHUE JTAHHBIX

19. [lIndpoBanue MOIH30BATEIBCKUX JTAHHBIX

20. Uzyuenue Linux OpenSSH

TeMaTHKa KOHTPOJIbHBIX padoT

Pazpen nucouniauabl | Tembl

PazpaboTtka MoOuinpHBIX |1. Ba3zoBbie MpuHIIUIIBI HYHKITMOHUPOBAHUS TTOJICUCTEMBI KOHTPOJIS TOCTYIIA
IPHJIOKEHUH 2. CocoOsbI 3anuThl ciyx0b1 DNS

TexHomornu 3. Co3nanue miana 3amuTel Web-cepsep



https://lms2.sseu.ru/course/index.php?categoryid=1918

obecrnieueHUs
0e30macHOCTH
MOOMIIBHBIX
TPUIIOKEHU I

4. ITpuHIHIB 6€30MAaCHOCTH C UCTIOIB30BAHUEM MEXaHU3Ma CEpTU(DUKATOB

6.5. OueHo4HbIe MaTepUAaJbI 1JIsl IPOMEKYTOUYHOI aTTecTalNu

@®oH/ BONPOCOB /IIs1 NPOBeJeHHsI MPOMEKYTOYHOT0 KOHTPOJIsi B (hopme 3auera

Pasznen aucuMILIMHDBI

Bonpocsl

Pa3zpaboTka MOOMIBHBIX
MIPUIIOKEHU N

1. Crioco0bI OAKIFOUEHHS CTOPOHHUX Onbmmorek. Bosmoxxuoctn CocoaPods.
®opmupoanue Podfile.

2. CriocoObl opraHu3alyy JIOKAJIBHOTO XpaHeHUs JaHHBIX. Vcnonb3oBaHue
oubmmorexku FMDB u SQL.ite.

3. Core Data. Xpanenue nanubix. Co3mpanue Mojienu n1anabix. O0paboTka
Pe3yIbTATUPYIOIIUX MHOXKECTB. YTIPaBJICHUE Ta0JIMIIAMH C HCIIOJIb30BAaHHEM
NSFetchedResultsController. IToustue MagicalRecord.

4. OcuHoBHbIe (hopmatel oOMeHa nanHbIMU. CtpykTypa XML. CtpykTypa
JSON.

5. Hapcunr XML. [Tapcunr JSON. Co3ganne 00BEKTOB 10 JaHHBIM B (hopmaTte
XML u JSON. Ucnonp3oBanue 6ubnmorekn Mantle mist Mannvara naHHbIX B
OOBEKTHI.

6. IIpuHIMIIBI KIIMEHT-CEPBEPHOTO B3aMMOACHUCTBUS B KOHTEKCTE Pa3paboTKU
MoOUIBbHBIX npuioxenuit 1t OC 10S. MHCTpyMEHTBI OpraHu3aiuu
KJIHEHT-CEpBEPHOro B3aumMoeiicTeus. bubnmuoreka AFNetworking.
O0paboTKa UCKITFOYCHUIA.

7. UIKit Dynamics. UIMotionEffect. [Tporokosa UIDynamicltem.
UlIDynamicAnimator. UlAttachmentBehavior.

8. Pabora ¢ nzobpaxenusimu B nmpuinoxenusx st OC i0S. 3axsar
n300paxxeHus ¢ kKamepsl. Bei0op n3006pakeHus U3 rajgepen ycTponcTaa.
UllmagePickerController. 3arpy3ka n300paxeHus 13 MOOHIBHOTO
I0S-npUII0KEHUS B CETh.

9. OtoOpaxeHue kapt B MoOmbHOM npuinokennn st OC i0S. Zoom.
OTtoOpakeHue reono3uuu nosub3oparens. OTMeTku U anHoTauuu. OdpaTHOE
I€0KO/IMPOBaHUE.

10. BocnipousBenenue 3Byka B MoOmiIbHOM nipriioxenun st OC i0S.
Bocnpoun3ssenenue nokaibHbIX ayauo-gaiinos. Bocnpoussenenue
aynuo-GhaioB U3 rajgepen ycTpoicrsa. Bocnpounssenenne noToka ayamo us3
ceTu. Bocripoussenenne ayauo B pexxuMe OHJIalH.

11. BocnipousBenenue Buaeo B MoOHIbHOM npuiioskeHun st OC 10S.
Bocnpounssenenue nokaibHbIX BUAEO-(aiinoB. Bocrnpoussenenue
BUJe0-(haiiIoB U3 ranepeu ycTpoiictBa. BocrponsBeneHrne noToka BUIEO U3
cetu. Bocripou3sseieHrne BUI€0 B peKUME OHJIAMH.

12. CriocoObl UCTIOIB30BaHUS aKCEIEPOMETPa B MOOMIIBHBIX MTPHUIIOKEHUIX
st OC 10S. Knacewst UlAccelerometer u UlAcceleration. TIpotokon
UlAccelerometerDelegate.

13. Ocobennoctu pabotsl ¢ Bluetooth B MmoOunbHBIX ipunoxenusx s OC
i0S. Core Bluetooth. O6bextst CBCentralManager u CBPeripheral.

14. Core Graphics. Tpancopmanus UlView u CALayer.

15. ABTOMAaTH3aIMs TECTHPOBAHUS MOOMIBHBIX mpuaoxkenuii 1t OC i0S.
TectupoBanue untepdeiicon. Crash reporting.

16. Core Animation. Aunmupyemsie property y CALayer.

TexHomoruu
obOecreyeHus
0e30IMacHOCTH
MOOMJIBHBIX
MIPUJIOKEHUN

17. Be3onacHocTh B MOOMIIBHBIX mpuitoskeHusx st OC i0S.

18. Be3omacHOCTh B MOOMIIbHBIX mpritokeHusx aast OC Android.

19. be3onacHocts B MOOMIbHBIX TiprutoskeHusix st OC Ubuntu Touch.
20. BHyTpeHHUE U BHEUTHHE YTrPO3bl HHPOPMAIIMOHHON 0€30MaCHOCTH
web-npunoxeHus.




21. Texnonorun Oe3omnacHoi nepeaayn nHpopmanuu B cetu MHTEpHET.

22. TexXHOJIOTUH U CpeACTBa O€30MacHON pa3pabOTKU MOOMIBHBIX
MIPUIIOKEHUN.

23. TexHonoruu u cpeAcTBa 0€30MaCHOIO UCIOJIb30BaHUS MOOUIIBHBIX
IIPUIIOKEHUN.

24. OCHOBBI TECTHPOBaHMSI 0€30MTACHOCTH MOOMIIBHBIX TIPHIIOKCHHUH.

25. OcHOBHbIE BUIbI IHTEpHET-YTPO3 U METO/IBI 3AILUTHI OT HUX.

26. OcoOEHHOCTH UCCIIEIOBAaHUS MOOIIBHBIX TIPHIIOKCHUH Ha YSI3BUMOCTH.
27. CrnenuanbpHOE MporpaMMHOE 00ecriedeHue I MOHUTOPHHTA O€3011acHOM
paboThl MOOUIIbHBIX NPUIIOKEHHH.

6.6. IlIkaJbl M KPUTEPUH OlLIEHUBAHMS 10 GopMaM TeKYyIlero KOHTPOJISI H MPOMeKYTOYHOM

aTTecTAlMH
IIIkajia 1 KpUTEPHUHN OIleHUBAHUS
Onenka Kputepuu oneHuBaHus )i MEPONPUATHII KOHTPOJISI ¢ IPUMEHEHUEM
2-X 0AJJILHON CHCTEMBI
«3a4YTEHO» I1K-1, T1K-2, T1K-4

«HE 3a4YTCHO»

PesynbraTel 00y4eHus: He chOPMHUPOBAHBI HA TOPOTOBOM YPOBHE




