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Conep:xanue (pabouasi nporpamMma)

Mecto nucuuniannbl B ctpykrype Ol

[Tnanupyemsble pe3yabTaThl 00yUEHHs 110 TUCIUILIHHE, 00eCTIeYNBAIOIIIE JOCTHKEHUE
IUTAHUPYEMBIX PEe3yJIbTaTOB 00YUEeHHUS 110 MpOoTrpamMmme

O6wem u Bubl yueOHOH paboThI
ConepikaHue AUCHUTIITHHBI
MarepranbHO-TEXHUUECKOE U YIeOHO-METOANYECKOe 00eCIIeUeHNE T CIIUTLITHBI

q)OH[[ OLCHOYHBIX CPCACTB IO AUCHUIIIINHE

Crp.



[lenpt0o  wm3yueHHWss JUCHMIUIMHBI  sABIsieTcs  (OPMHUPOBAHME  PE3yJIbTaTOB  OOy4YEHHS,
o0ecreynBaoIUX JOCTHKEHUE UTAHUPYEMBIX PEe3Yy/IbTaTOB OCBOSHHS 00pa30BaTeIbHOM MPOrpaMMBbl.

1. MecTo tucuuniuebl B crpykrype OIT

Jucnuminuna besonacHocts Web-nipunokeHuii BXOAUT B 4acTh, (opmMupyemas ydyaCTHUKAMHU
00pa3oBaTeNbHBIX OTHOIICHUH (IUCHUIUIMHA 110 BBIOOPY) Os10ka b1.{ucturmmuael (MOTyIn)

[IpenmecTByronye AUCHUILUIMHBI MO CBS3IM KOMIETEHLWI: XpaHeHHe, oOpaboTka M aHaIn3
NaHHBIX, BpluuCINTENBHBIE CUCTEMBI, CETH M TEICKOMMYHUKALHMH, (OCHOBBI AITOPUTMU3ALMUA U
nporpaMMupoBaHus, OCHOBBI TPOEKTHOW JesITenbHOCTH, COBPEMEHHBIE TEXHOJIOIMM U  S3bIKU
nporpaMMmupoBanusi, Teopust HHPOPMALMOHHONW 0€30MaCHOCTH M METOJO0JIOTHsl 3allUThl HHPOpMALUY,
CucTeMbl UCKYCCTBEHHOTO MHTEIUIEKTa, O0JIauHble TEXHOJIOTHH U YCIyTH, TeXHOJIOTHU 3aIlUIIeHHOTO
IOKyMeHTooOopoTa, IIpaBoBas 3amurta uMHGOpManuu, Meroasl M CpeAcTBa 3alIUThl MHPOpPMALUY,
TexHonornu paboOTHl B COIHMANBHBIX CETSIX, BCTpoeHHBIE S3BIKM MporpaMMupoBaHus, OpraHuszanus
BBIYHCIIUTEIBHBIX IIPOLECCOB

[Tocnenyromue OUCHMIUIMHBI IO CBS3SIM KommeTeHIwid: Pa3zpaboTka mnpodeccnoHambHBIX
npunoxenuit, IlpoexkTHblii npaktuky™m, IlpoexTHpoBaHune HHPOPMALMOHHBIX CHCTEM, YIIpaBJIEHUE
nHpOopMaMOHHOH Oe3omacHocThI0, CniennanusupoBanubie T B mpaBoOXpaHUTETBHON IEATEIBHOCTH,
VYnpasienne MHGOPMALMOHHBIMM INPOEKTaMHU pealu3alliid KOMIUIEKCHOH Oe3omacHoctH, Lludposas
KylIbTypa B TNpo(hecCHOHANBHOW JesTeabHOCTH, HHTeuekTyanpHble MH()OPMAIIMOHHBIE CHCTEMBI,
CoBpemeHHbIe LU(POBbIE TEXHOJIOTHH YIIPABIECHUS NPEANPUIATHEM

2. Ilnanupyemblie pe3yabTaThl 00y4eHHs MO IUCIUILIHHE, 00eceHUBAKOIINE JOCTUKEHHE
IUVIAHUPYEMBbIX Pe3yJbTAaTOB 00yYeHHUs M0 MPporpaMmme

Wzyuenne npucuumuindbl besonmacHocth Web-npusioxkenuin B 0Opa3oBaTeabHON Iporpamme
HanpasJIeHO Ha (OPMHUPOBAHUE Y O0YHAIOIUXCS CIEAYIOUIMX KOMITETECHIIHA:

IIpodeccnonanbubie komnerenuuu (I1K):
I1K-1 - CnocoGeH k 00HapyK€HUIO ¥ UICHTU(UKAIIUN HHIIUIEHTOB B IPOLIECCE IKCIUTyaTalluu
aBTOMATHU3HPOBAHHOW CHUCTEMBI

IInanupyemele |Ilnanupyemsblie pe3yJbTaThl 00y4eHHS MO JUCHHIINHE

pe3yIbTaThI

o0OyueHus 1o

porpamMme

IK-1 [IK-1.1: 3nars: [IK-1.2: Ymers: [1K-1.3: Bnagets (MMeTh

HAaBBIKH):
0COOEHHOCTH 0oOHapyXuBaTh U HaBbIKaMU OOHApYKEHUS U
MHIMJIEHTOB B Tpoliecce |UACHTU(PHUIUPOBATH UACHTU()HUKAIIIN UHITUICHTOB B
AKCILTyaTaIH WHIMJICHTHI B ITPOIECcCe nporiecce dKCILTyaTauu
aBTOMaTH3UPOBAHHOM HKCILTyaTaIlH aBTOMAaTU3UPOBAHHOM
CHCTEMBI ABTOMATH3UPOBAHHOM CUCTEMBI
CHCTEMBI

ITK-2 - Crioco0eH K OIeHKE 3aIUICHHOCTH aBTOMAaTU3HPOBAHHBIX CHCTEM C ITOMOIIHIO TUIIOBBIX
MIPOrpaMMHBIX CPECTB

IInanupyemsle |[lnanupyemMble pe3yJbTaThl 00yUeHHs 0 JUCHHUILINHE

pe3yabTaThl

oOy4eHus 1o

nporpamme

I1K-2 [1K-2.1: 3Hats: IT1K-2.2: YmeTs: [1K-2.3: Baagets (MMeTh

HAaBBIKH):

0COOCHHOCTH 3aIIUTHI OIIEHUBATH 3AIUIIIEHHOCTh |HaBBIKAMH 3aIUIICHHOCTH
ABTOMATU3HPOBAHHBIX aBTOMAaTHU3UPOBAHHBIX aBTOMATU3UPOBAHHBIX CHCTEM
CUCTEM C TIOMOIIBIO CHUCTEM C TTOMOIIbIO C TIOMOIIBIO TUIOBBIX

TUIOBBIX MPOTPAMMHBIX |TUIIOBBIX MPOTPAMMHBIX MPOrPaMMHBIX CPEICTB
CPEICTB CPEICTB




[1K-4 - Cnioco0eH K aHanu3y U3MEHEHUs Yrpo3 6e30MacHOCTH HH(OPMAIIMH aBTOMAaTH3UPOBAHHOMN
CHCTEMBI, BOSHUKAIOIINX B XOJI€ €€ IKCIUTyaTalluu

[Inanupyembie |IlmaHupyemblie pe3yJibTaThl 00y4eHUS MO JUCHHUILINHE

pe3yabTaThl

00y4eHHs 110

rporpamme

[1IK-4 I1K-4.1: 3uars: [1K-4.2: YMmeTsb: [1K-4.3: Bnagetp (MMETh

HaBBIKH):

OCHOBHBIC YI'PO3bI

AHAJIM3UPOBATHE USMCHCHUA

HaBBbIKaMH aHAJIN3a U3MCHCHUA

0e30macHOCTH yrpo3 6e30MacHOCTH yrpo3 6e30MacHOCTH
nHpopmaruu uHpopmaruu uHpopmaruu
ABTOMAaTU3UPOBAHHOU aBTOMAaTU3UPOBAHHON aBTOMaTU3UPOBAHHOU

CHUCTCMBbI, BOSHUKAIOIIUX
B X0€ €C OKCIUTyaTallun

CHCTCMbI, BOSHUKAIOIINX B
XO0J¢C €€ OKCIIIyaTallun

CHCTCMbI, BOBHUKAIOIINX B
X0 € €€ OKCIIyaTallun

3. O0beM U BHABI Y4eOHO# padoThI
VY4eOHbIM IIJIaHOM NIPelyCMaTPUBAIOTCS CIEAYIOIINE BUAbI YUeOHOH paboThl O AUCHUILIUHE:

Ounas popma o0yueHus

Buabl yueOHoii padboThI

Bceero ygac/ 3.e.

CeMm 6

KonTakTHas paborta, B TOM 4yHcCIe:

54.15/1.5

3anarus JICKIIMOHHOI'O TUIIa

18/0.5

Jlaboparopusie paboThI (7a00paTOPHBII MPAKTUKYM)

36/1

WupuBuayanpHas koHTaktHas padora (MKP)

0.15/0

CamocrositenpHast padoTa:

35.85/1

HpOMe)KYTO‘{HaH aTTeCTanusa

18/0.5

Bun npomeXyTo4HOU aTTecTalum:
3auer

3auy

O61as TpynoeMKoCcTh (00beM YacTu 00pa3oBaTeNbHOM
nporpamMmsl): Hacer
3aueTHbIC SAUMHUIIBI

108
3

04HO-3204Hasi popMma

Buasbi yueOHol padoThl

Bcero gac/ 3.e.

Cem 7

KonrakrHas pa60Ta, B TOM YHCJIC:

4.15/0.12

3anarus JICKIIMOHHOI'O THUIIAa

2/0.06

Jlaboparopuslie paboThI (1a00paTOPHBII NPAKTUKYM)

2/0.06

WNunuBuayanpHas kontaktHas pabota (MKP)

0.15/0

CamocrosiTenpHas paboTa:

85.85/2.38

[IpoMexxyTouHas arrecTanus

18/0.5

Bun npomeXyTo4HON aTTeCTalluu:
3auer

3au

O6mas TpynoeMKocTh (00beM yacTu 00pa3oBaTebHOMN
nporpamMmal): Yacer
3aueTHbIC SAMHUIIBI

108
3

4. Conep:xkaHue TUCHUILTUHBI

4.1. Pazoenvl, memovl OUCUUNTIUHDBL U 6UObL 3AHAMUIL:
Tematudeckuii mIaH TUCHMILIMHBI besomacHocTh Web-npuinoskeHuii mpeacTaBicH B TabIHIIE.

Paznenbl, TeMbl JUCHMIIJIMHBI H BUABI 3AHATHI
Ounasn ¢opma o0yueHus



KonTakTHas padora

Ilnanupyembie

=
3ansTus g Pe3yJabTaThl
CeMHHAPCKOTO = < o0yuenns B
No HaumeHoBaHHe TeMbI = it A a E 5| coorHomenun ¢
n/m (pa3zaesa) TUCHUATLTHHBI g £ 3 E E e % pe3yJbTaTaMu
= &3 S o0y4eHHUsI MO
E H 5 00pa3oBaTe/IbHOI
nporpamme
Pa3zpaboTka cereBbIx IIK-1.1, ITIK-1.2, TIK
MPUIIOKEHNH, WED-TEXHOIOrun -1.3, IIK-2.1, IT1K-
P 8 18 0,075 15 2.2, 1IK-2.3, TIK- 4.1,
I1K-4.2, TIK-4.3
TexHoJIornu odecIeueHus IIK-1.1, ITIK-1.2, TIK
0e30IMacHOCTH -1.3, IIK-2.1, TIK-

2. web-npuoxkeHnii 1 METOIBI 10 18 0,075 20,85 2.2, 11IK-2.3, I1K- 4.1,
OIITHUMM3ALIUNA I1K-4.2, I1K-4.3
KonTtposnb 18
Hroro 18 | 36 | 0.15 | 35.85

04YHO-32049Has popma
KonrakTHas pa6ora = Ilinanupyembie
3anaTHs § pe3yabTaThl
CEMHUHAPCKOTro é = OﬁyquI/IH B
Ne HanMeHOBaHMe TeMbl = LLLLL a o E S| coorHomenun c
/o (pa3aena) IUCHMIIMHBI g £ 5 = = ° 'S pe3yJabTaTtamMu
= &3 = = l1g*= o0y4eHus 1o
E % 5 o0pa3oBaTe/ibLHOI
nporpamme
Pa3paboTka ceTeBbIx IIK-1.1, IIK-1.2, IIK
MIPUIIOKEHNH, WED-TEXHOIOr N -1.3, IIK-2.1, IIK-
L 1 1 0,075 40 2.2, 1IK-2.3, TIK- 4.1,
I1K-4.2, TIK-4.3
TexHonoruu ooecreuyeHus IIK-1.1, IIK-1.2, IIK
0e30macHOCTH -1.3, IIK-2.1, IIK-

2. web-npunoxeHuit 1 METOIbI 1 1 0,075 45,85 2.2, I1K-2.3, T1IK- 4.1,
OIITHUMM3ALINNA I1K-4.2, 11K-4.3
KoHTpob 18
Htoro 2 | 2 | 0.15 | | 85.85

4.2 Cooepiicanue pazoenos u mem
4.2.1 KonrakTHasi padoTa
TemaTuka 3aHSITHI JIEKIITMOHHOT0 THIIA
HaumeHoBaHue TeMbI B 3ansTus
Neni/mm (pa3aeJa) « | TemaTHKa 3aHATHS JEKIHMOHHOIO THIIA
A — JIEKIHOHHOTO THIIA
1. |Pa3paboTka ceTeBbIX TIeKIHS HTML, JavaScript, CSS
NPUIIOKEHHH, JIEKIMST PHP, Node.JS
web-Texnonornm Python, MySQL, ocHOBBI paboThI ¢ Oazamu
HleKH TAHHBIX
JIEKIUs JQuery, AJAX, cokeTsl U ceTeBbie HYHKIIUU
2. |Texmomorumn JICKIHS Pasmernienne Web-caiita Ha cepsepe
obecrnieueHus Wunekcamus caiita, MOMCKOBas
0e30MacHOCTH HERHI ONTUMM3AIINSI, KOHBEpTaIHsl Tpaduka
Web-npunoxennii JIEKIHst PernmamMeHTBI 1 METOJIBI pa3pabOTKU




METOJABI OIITUMU3AIINN

0e301macHbIX BEO-TIPUIIOKEHU

OcCHOBHBIE IPUHLUIIBI TOCTPOEHHUS

JIEKITHS 0e30macHbIX CaiTOB, OTKA30YCTOMYHNBOCTh
CHCTEM.
be3onacHas ayreHTHGUKAIIS U

JEKIHs aBTOpmu3anus. Meronsl mmdposanus. SQL-

HHBEKIUN. XSS-UHBEKIINH.

>kJ'IeKIII/II/I 1 UHBIC yqe6Hme 3aHATHS, TPEAYCMATPHUBAIONIUC IPCUMYIICCTBCHHYIO IEpeaady y'-Ie6H01>i I/IH(I)OpMaL[I/II/I
MeIarorHIeCKUMU pabOTHUKAMK OpTaHU3aIllid W (WJIH) JINIIAMH, TTPUBJIEKAEMBIMI OpTraHMU3aIiel K peaan3aliii
06p330BaTeJ'II>HBIX nporpaMm Ha UHBIX YCJIIOBUAX, O6y‘laIOIIII/IMC$I

TemaTHnka 3aHATHII CEMHHAPCKOI'0 THIIA

HanmeHoBaHHMe TeMbI

Buj zansarus

Nen/mm (pa3nena) «s | TEMATHKA 3aHATHS CEMHUHAPCKOIr0 THIIA
CEeMHUHAPCKOIr0 TUIIA
AUCHHUILINHBI
1.  [Pa3pabotka ceTeBbIX Co3nanue cepBEpHBIX CLICHAPUEB C
p N nabopaTopHEIE pabOTHI . PBEp Herap
IIPUIIOKEHUH, ucnosb3oBaHueM PHP
web-texHomoruu O0paboTka naHHBIX Ha hopme,
nmabopaTopHbIe PadOTHI N
opranu3zarys (HaiIoBOro BBOJAa-BbIBOIA
sabopaTopHsie paboTel  |OpraHu3anus noIIePKKH 0a3bl TaHHBIX
naboparopusle pabotsl  |CocraBiieHue cxeM XML-10KkyMeHTOB
nabopatopusle pabotsl  |[Ipumenenune AJAX
nabopatopHsbie pabotel  |Mcnonp3oBanue 6ubnrorexu jQuery
Cospnanue caiita Ha CMS,
n1abopaTopHbie paboThl  |aJIMHUHHCTPUPOBAHUE U ITyOIMKAIUS HA
OECIUIaTHOM XOCTHHIE
TexHuueckas ONTUMHU3ALMSA,
1a60paTopHbIE pabOThl | JOTIOJIHUTEIBHBIE HACTPONKHU
Web-npu1oKeHui
naboparopHble paboTel  |AHAIU3 MOBEIEHYECKUX (PaKTOPOB
2. |TexHomoruu naboparopusie pabotsl  |CO60p nHGOpMaIu 0 Web-npuitoskeHun
obecrieueHus TecTupoBaHue 3aUUIIECHHOCTH MEXaHU3Ma
nabopaTopHEIE pabOTHI
0e30MacHOCTH

web-nipusoxenuii u
METO/IbI ONITHMHU3AINN

YHpaBJICHUA TOCTYIIOM U CCCCUAMU

nabopaTopHEIE pabOTHI

TectupoBaHue Ha YCTOHYMBOCTD K aTakam
0TKa3a B 00CIyXKUBaHUU

nabopaTopHbie PabOTHI

ITouck ys3BumocTeil k atakam XSS

nabopaTopHEIE pabOTHI

ITouck ys3BUMOCTEN K aTakam
SQL-injection

nabopaTopHEIE pabOTHI

Co3nmaHue ClieHapreB aTakd M 3aIlluTh
web-nipunoxenuit

nabopaTopHEIE pabOTHI

Hacrpoiika MOHUTOpUHTa O€30MacHOM
paboThl Web-nipuiosxeHuit

nabopatopHbie paboThI

Harpy3ouHoe TecTHpOBaHHE
web-nipunoxenuit

nabopatopHbie paboThI

IIpoekTnpoBaHuE KIMEHTCKON U CEPBEPHOU
qacTeil Moyt 6e30MacHOCTH
web-nipunoxenuit

** ceMHHApPHI, MPAKTHYECKUE 3aHATHS, TIPAKTUKYMBI, JA00OpaTOpHbIE PadOThI, KOIJIOKBUYMBI U HHbIE aHAIOTUIHBIE
3aHATHA
HNuas koHTaKkTHast padora

[Tpu npoBenenuu yueOHbix 3ansatuii CI'OY obecrieunBaeT pa3BuThe y 00y4alOmIUXCsl HABBIKOB
KOMaHAHOW palboThl, MEXIMYHOCTHOW KOMMYHMKAIUHM, TNPUHATHS PELICHUH, JIHAEPCKUX KauyecTB
(BKITIOUAs IPU HEOOXOAMMOCTH MPOBEJCHUE HHTEPAKTUBHBIX JIGKLIUH, TPYIIOBBIX TUCKYCCHH, POJIEBBIX
UTp, TPEHUHT'OB, aHAJIU3 CUTYallMi M UMUTAIIMOHHBIX MOJIEJIeH, MpernojaBaHre TUCIUILUIMH (Moysiel) B
(bopMe KYpCOB, COCTAaBJICHHBIX Ha OCHOBC PC3YJIbTATOB HAYYHBIX HCCHCIIOBaHHﬁ, IMPOBOANMBIX
OpraHu3alleil, B TOM YHCiie C y4eTOM PEerHOHANbHBIX 0COOEHHOCTEN MpodeccnoHabHOMN AeSITeTbHOCTH



BBIIYCKHUKOB U IOTpeOHOCTEH paboTomarerneit).
®opMBl U METOJIBI TPOBEACHHWS WHOM KOHTAKTHOM pPaOOThI TpHUBEACHBI B MeETOAMYECKHX
yKa3aHUSIX 110 OCHOBHOM NMpodeccHoHaNbHOM 00pa30BaTeIbHON MpOrpamMmme.

4.2.2 CamocrosiTeJibHasi paboTa

Neni/n [HammeHoBaHMe TeMbl (pa3jeia) McHUIUINEBI [  Bua camocrositesbHOM padoThl ***

- MOArOTOBKA JOKJIaga
- TIOJTOTOBKA 3JICKTPOHHOMN IPE3eHTAITIN
- TECTHPOBAHHUE

Pa3paboTka ceTeBbIX MPUIIOKEHUH,

1.
web-TexHomorun

- MOJITOTOBKA JTOKJIA1a
TexHomorun obecneyeHus: 6€30MacCHOCTH .
2. . - MOJITOTOBKA 3JICKTPOHHOMN MPE3CHTAIH
web-nipusiokeHni 1 METO/ bl OTITUMH3AIIMN
- TECTHPOBaHHE

*** camocTosTeNbHAs paboTa B ceMecTpe, HalMcaHWe KypCOBBIX PabOT, JOKIIAI0B, BHIIOTHEHHE KOHTPOIBHBIX

pabot
5. MaTtepuajibHO-TEXHHYECKOE U Y4eOHO-MeToAn4YecKoe odecnevyeHue JUCUMILTHHbI

5.1 JIutepartypa:

OcHoBHas iMTeparypa

1. Jlocs, A. b. Kpunrorpadguueckue MeTOAbI 3alIMTHl HHOOPMAIMH Ui H3YYarOIIUX
KOMIIBIOTEPHYIO O0e30nacHOCTb : yueOHUK Jutst By30B / A. b. Jlocs, A. FO. Hecrepenko, M. 1. PoxxkoB. —
2-e m31., uctnp. — Mocksa : M3parensctBo FOpaiit, 2025. — 473 ¢. — (Bsicmee obpazoBanue). — ISBN
978-5-534-12474-3. — Tekcr : anekrponnslii / OOpa3oBatensHas miatdopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/560426

JlonmoJTHUTeIbHAS JIUTepaTypa

1. Ty3oBckuii, A. @. IIpoektupoBanue u pazpaboTka web-mpuiokeHui : y4eOHUK AJIs BY30B /
A. @. Ty3oBckuit. — Mocksa : U3gatensctBo HOpaiit, 2025. — 219 c. — (Bricmiee o6pa3oBanue). —
ISBN 978-5-534-16300-1. — Texkcr : snexTpoHHbIH // Obpa3oBarenbHas miaardopma KOpaiit [caiit]. —
URL.: https://urait.ru/bcode/561176

2. ITomyskroBa, H. P. Pa3pabotka BeG-npunoxkenuii : yueoHuk 1i1s By3os / H. P. ITonyskToBa. —
2-e¢ m3n. — Mocksa : UsnmatensctBo FOpaiit, 2025. — 204 c. — (Beicmee oOpaszoBanue). — ISBN
978-5-534-18645-1. — TexcT : anexkrponHsblit / O6pazoBaTenbHas wiatdopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/567610

3. Kazapun, O. B. IlporpaMmHo-anmapaTHble CpeACTBa 3alUThl WH(pOpMaNMU. 3aluTa
MPOTrpaMMHOTO OOecTieYeHHs | yueOHUK U TipakTukym s By30B / O. B. Kazapun, A. C. 3a6a0ypun. —
MockBa : W3agarensctBo HOpaiit, 2025. — 312 c. — (Bsicmee o6pa3oBanue). — ISBN
978-5-9916-9043-0. — Tekcr : anekrponnslit / Obpa3oBatenbHas miatdpopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/562070

JInteparypa I CaMOCTOSATEJILHOTO U3Y4YCeHUSI

5.2. IlepeyeHb JUIIEH3HOHHOTO MPOrPAMMHOI0 00ecedeHust

1. . Astra Linux Special Edition «Cmonenck», «Open»; PenOC ; OC "Anbt Pabouas crannus" 10;
OC "Anbt O6pazoBanue” 10

2. MoitOduc Cranmaptasriii 2, MoiiOduc O6pazosanue, P7-Odwuc I[IpodeccrnonanbHbIid,
MoiiO¢uc Crannaptasiit 3, MoitOduc [Tpodeccnonanbubrii 3

5.3 CoBpemeHHbIe MpodeccHOHATbHBIE 0a3bl JaHHBIX, K KOTOPbIM 00ecne4nBaeTcsi A0CTYI
00y4arouuxcs

1. TIlpodeccmonanbhas ©6a3a gaHHbIX «MHpOpManmMoHHbIe CcHCTeMbl MUHHCTEPCTBA
SKOHOMHUYECKOTO pa3BuTus Poccuiickoit Denepanmn B cetn UuTepHer» (Ilopran «Odunuanshas
Poccusi» - http://www.gov.ru/)

2. TocynmapcTBeHHass cucrtemMa mpaBoBoi uHMopmaruu «OduIuanbHBIA WHTEPHET-TIOPTAT
npaBoBoit nHpopmarmm» (http://pravo.gov.ru/)

3. Ilpodeccronanshuas 6a3a naHHbIX «DHUHAHCOBO-DPKOHOMHUYECKHE MoOKa3areiau Poccuiickoit



®enepauun» (Opunmansueii cadt Munnctepcersa punanco PO - https://www.minfin.ru/ru/)
4. TlpodeccuonanpHas 06a3a nmaHHbIX «OdunmanbHas cratuctukay (OduUIUanbHBIA CcalT
denepanbHOIi CITy:KOBI TOCYAapCTBEHHOM cTaTucTuky - http://www.gks.ru/

5.4. HNHdopmManuOHHO-CIIPABOYHbIE CHCTEMbl, K KOTOPbIM oO0OecreynBaeTcs JOCTYI
00y4Jaroumuxcs

1. CipaBouHno-1nipaBoBas cucrema «Koncynprant [Lroc»

2. CnpaBouno-npaBoBas cuctema «I"”APAHT-Makcumym»

5.5. CnenuajbHbIe IOMEIIEHNSA

VY4eOHble ayIUTOpUN 1JIs1 IPOBEICHUS KommuiekTsl yueHHueCcKoi Mebenu
3aHATHUM JICKIIMOHHOTO TUIIA MynbTUMEAMHHBIN TPOEKTOP
Hocka

DKpaH

Y4eOHble ayIUTOPUU AJIs1 TPOBEICHUS KomriexTsl yueHnueckoii Medenu

MIPaKTUYECKUX 3aHATUH (3aHITHH MynbTUMEANITHBIA TIPOEKTOP

CEMHHApPCKOro THIIA) JHocka

OKpaH

Kommnsroreps ¢ Bbixos1oM B ceTh «MHTEpHET» M1 DMOC
CIoy

VY4eOHble ayAUTOPUH JUIs TPYIIIOBBIX U KomriekTsl yueHndeckoii Mmedenu

VHJVBHUIYAIbHBIX KOHCYJIbTALNN MynbTUMEANITHBIA TIPOEKTOP

Jlocka

OKpaH

Kommnsroreps ¢ Bbixos1oM B ceTh «MHTEpHET» M1 DMOC
CIoy

VY4eOHble ayIUTOPUH VIS TEKYLIETO KommiekTsl yueHHMuecKoi Medemnu

KOHTPOJISL ¥ TPOMEKYTOYHON aTTeCTallun MynbTUMEANIHBIA TIPOEKTOP

JHocka

OKpaH

Kommbrotepsl ¢ BeixonoM B ceTb «MHTEpHET 1 ONOC
CIoy

[Tomernenust yist caMmocTosATeIbHOM padoThl |KoMmiekThl yueHnueckoi mebenu

MynbTUMEAUITHBINA IPOEKTOP

Hocka

OKkpaH

Komnbroteps! ¢ BeixonoM B ceth «MHTepHET 1 DNOC
CIoy

[Tomemenus ayst XpaHEeHUs U KommiekTsl criennanu3upoBaHHON MeOen st
npoUIaKTHIECKOTO 00CTyKUBAHUS XpaHeHus: 000pyIOBaHUs
00opyIoBaHUS

5.6 JlabopaTopuu u J1aGopaTOpHOE 000PY/A0BAHHE
JlabopaTopust nHGOPMAIMOHHBIX TEXHOJIOTHH B KomrmiekTsl yueHndeckoit medenu
podecCHOHANBLHON IeATELHOCTH MyibMeTUHHBINA IPOEKTOP
Jlocka
OKpaH
Komnsroteps! ¢ Berxogom B cetb «MuTepHE™ 11 DUOC
CIoy
JlaGoparopHoe o0opynoBaHHe

6. ®oHI OIEHOUYHBIX cCpeAcTB Mo AucuumInne besonacHocTs Web-npusioxennii:

6.1. KoHTpo/ibHBbIE MEPONIPUSITUS 1O TUCIUIJINHE

Buja koHTpoOsIst | Dopma KOHTPOJIA | OTMeTHTH




HY’KHOE
3HAKOM
«+»
Tekymuii KOHTPOJIb OreHKa J1I0KJ1aJI0B +
Y CTHBIN/TTMCEMEHHBIN OTIPOC +
TectupoBanue +
[IpakTrueckue 3agaun +
[IpoMeKyTOUHBIN KOHTPOJIb  |3adeT +
Iopsinok nmnpoBeaeHUs: MEpPONPHUATHHA TeEKYyHIero W IMPOMEXKYTOYHOI0 KOHTPOJIA

onpenessiercss MeToanuecKUMHU YKa3aHUSMHU 110 OCHOBHOI NMpogecCMOHATBHOI 00pa30oBaTe/bLHOI
nporpamMme Bbicuiero oopaszoBanusi; IlosioxkeHnem o0 0aNJIbLHO-PEHTHHIOBOM CHCTeMe OLEHKHU
ycreBaeMoCTH OO0y4aloImMXcs 10 OCHOBHBIM 00pa3oBaTeIbHbIM MPOrpaMMaM BbICHIET0
o0pa3oBaHusi — mporpaMmMaM OakajlaBpuara, MNporpaMMaM cHeNHaJuTeTa, NporpaMmam
MarucTparypsl B ¢eaepajbHOM rocyiapcTBEHHOM ABTOHOMHOM 00pa30BaTeJIbHOM YYpe:KIeHUH
BbICIIEro o0pa3oBanusi «CaMapcKuii rocy1apCcTBeHHbIH IKOHOMUYECKHH YHUBEPCUTET».

6.2. [lnanupyemble pe3yJibTaThl 00y4eHUsI 10 AUCHUILINHE, 00ecTieYnBalOIUe JOCTHKEHe

IUVIAHUPYEMBbIX Pe3yJIbTAaTOB 00YyYeHUs M0 MPporpaMmme
Ipodeccnonanbubie komnerenuun (IK):

[TK-1 - CriocoGeH k 00HapyKCHHIO W UICHTH(PUKAIIUN HHIIHICHTOB B IPOIIECCE IKCIUTyaTaIlHH

aBTOMATHU3UPOBAHHOW CUCTEMBI

IInanupyemsle |[lnanupyemMble pe3ybTaThl 00yUeHHs M0 TUCHHUILINHE
pe3yJIbTaThl
oOyueHus 1o
IIporpaMme
TIK-1.1: 35ats: [1IK-1.2: YMmeTh: I1K-1.3: Bragerp (MMeTh
HAaBBIKH):
0COOEHHOCTH oOHapy>KuBaTh U HaBbIKAMU OOHApYyXEHUS U
MHIUACHTOB B IIpolecce |MACHTU(PUINPOBATD UACHTU(PUKAIIMN UHIIUJECHTOB
JKCILTyaTaluu WHIUACHTHI B IIpoliecce B IIPOLIECCE IKCILTyaTALUN
aBTOMATHU3HPOBAHHOU AKCILTyaTal[uu aBTOMAaTU3HPOBAaHHON
CHUCTEMBI aBTOMAaTU3UPOBAHHOU CUCTEMBI
CUCTEMBI
[Toporossrii 0COOEHHOCTH 0oOHapyXuBaTh U HaBbIKaMU OOHApYKEHUS U
MHIMJIEHTOB B Tpoliecce |UACHTU(PHUIUPOBATH UACHTU(DUKAIIMYA UHIIUICHTOB
JKCILTyaTaluu MHIUACHTHI B IIpoliecce B IIPOLIECCE IKCILTyaTalluU
aBTOMATHU3UPOBAaHHOU AKCIUTyaTaluu aBTOMAaTU3MPOBAaHHON
CUCTEMBI aBTOMAaTU3UPOBAHHOM CUCTEMBI
CUCTEMBI

CrangapTHblii (B
JIOTIOJIHEHHUE K
MIOPOTOBOMY)

Y CcBOEHO OCHOBHOE
coJiep>KaHue, HO
M3JIaraercs
(dbparmMeHTapHO, HE BCera
MOCIIEI0BATEIIBHO,
ONpEACIICHUS TIOHITHI
HEJ0CTAaTOYHO YETKHUE, He
WCIOJIL3YIOTCS B KAYECTBE
JI0Ka3aTeIIbCTBA BBIBO,IBI
1 00001IeHUS U3
HAOJIOICHUH,
JOITYCKAIOTCS OMUOKHU B
WX U3JI0)KEHUH,
HETOYHOCTH B
po¢eCCHOHATBHON

BrimonasioTcs He Bce
Omepaluu IeUcTBUS,
JIOTTYCKAIOTCSI OIITUOKU B
MOCIIEIOBATEIIbHOCTH X
BBITIOJTHCHHA, ﬂeﬁCTBHe
BBIIOJIHSCTCS
HEJI0CTATOYHO OCO3HAHHO

Bnanenue He BceMu
HEOOXOJIMMBIMU HABBIKAMH,
AMEIOIINHICS OITBIT
¢dparmenTapeH




IloBBIIICHHBIH
(B 1OTIOJTHEHHE K
MTOPOTOBOMY,
CTaH/IapTHOMY)

OnpeneneHuss TOHATHI
JAI0TCSI HETIOJHBIE,
JIOTTYCKaeTCst
HE3HAYUTEIIbHBIC
HapyUICHUS B
MOCJIeI0BATEILHOCTH
U3JI0KEHUs, HeOobIIne
HETOYHOCTH TIPH
UCIOJIb30BAaHUU HAYYHBIX
KaTeropuii,
(hopMyITHpPOBKH

Beinonustores Bce
oreparum,
MOCJIEIOBATEIBEHOCTD UX
BBITIOJTHEHUS
COOTBETCTBYET
TpeOOBaHUSIM, HO JICHCTBUE
BBITTOJTHSCTCSI
HEJO0CTATOYHO OCO3HAHHO

B nienom Bianenue
HEOO0XOMMBIMU HaBBLIKAMU
W/AIA UMEET OITBIT

[TK-2 - Crioco0eH K OIIeHKE 3aIIUIEHHOCTH aBTOMAaTU3HPOBAHHBIX CUCTEM C IMTOMOIIBIO TUTTOBBIX
MPOTPaMMHBIX CPEJICTB

IInanupyemble |Ilnanupyemblie pe3yJbTaThl 00y4eHHS MO JUCHHUIINHE

pe3yJIbTaThI

o0y4eHus 110

IIPOrpaMMme
[1K-2.1: 3nars: IIK-2.2: YmeTs: [1K-2.3: Baagets (uMeTh

HAaBBIKH):

0COOEHHOCTH 3allUThI OLICHMBATh 3alMIICHHOCTh |HABBIKAMU 3aLIMILEHHOCTU
aBTOMATU3HPOBAHHBIX ABTOMATHU3UPOBAHHBIX aBTOMATHU3UPOBAHHBIX
CUCTEM C IIOMOIIBIO CHUCTEM C IIOMOULIBIO CUCTEM C IOMOUIbIO THUIIOBBIX
TUIOBBIX IPOIPAMMHBIX  |THUIIOBBIX MPOTPAMMHBIX IIPOrPaMMHBIX CPEJICTB
CPEICTB CPEICTB

[Toporosslii Y CBOEHO OCHOBHOE Belnonssiores He Bce Bianenue He Bcemu

coJiep>KaHue, HO
U3JIaraercs
(dbparmMeHTapHO, HE BCera
MOCIIEI0BATEIHHO,
ONpEACIICHUS TOHATUI
HEJ0CTAaTOYHO YETKUE, HEe
HCIOJIB3YIOTCS B KAYECTBE
A0Ka3aTCJIbCTBA BbBIBOABI
1 00001IeHUS U3
HaOJIIOICHU,
JIOTYCKAIOTCS OIUOKHU B
HUX U3JI0XKCHUH,
HETOYHOCTH B
po¢eCCUOHAITBHON

orepaiuu J1enCcTBus,
JIOTTYCKAIOTCSI OLTUOKU B
MOCJIEI0BATEIbHOCTH MX
BBIIIOJIHCHU A, I[CI\/JICTBI/IC
BBITIOJIHSIETCS
HEZ0CTaTOYHO OCO3HAHHO

HE00XO/MMBIMU HaBbIKAMHU,
MMEIOIIHNCS OIBIT
¢bparmeHTapeH

CrannapTHslii (B

Omnpenenenus MOHATUN

Brinmonusarorcs Bce

B uenoMm BiageHue

JIOTIOJTHEHUE K |JaroTcs HEIOJIHEIE, OTIepaIvH, HEOOXOIMMBIMH HaBBIKAMU
MOPOTOBOMY)  |IOIyCKaeTCs MOCIIEJOBATEIHLHOCTh UX H/UIU UMEET OIBIT

HE3HAYUTEIJIbHEIC BBIMTOJIHEHUS

HapyllIEeHUS B COOTBETCTBYET

IOCJIEIOBATEILHOCTH TpeOOBaHUAM, HO JICHCTBHE

W3JI0KEHUS, HEOOIbIIINE |BBITOIHACTCS

HETOYHOCTHU TPHU HEIO0CTATOYHO OCO3HAHHO

WCIIO0Ib30BAHUH HAYUHBIX

KaTeropui,

(bopMyITHPOBKH
[ToBbiieHHBIN  |YETKO U MPAaBUIBLHO Brimmonusiorcsa Bce Bnanenue Bcemu
(B IOTIOJTHEHHUE K|/1atOTCsI ONPEEIICHHUS, onepalui, HEOOXOIMMBIMHA HAaBBIKAMU
MOPOTOBOMY, MOJTHO PACKPBIBAETCS IMOCJIEIOBATEILHOCTD X W/WJIY AIMEET OIBIT
CTaHAApPTHOMY) [coaep:kaHHe MOHATHH, BBIIOJIHEHHS IOCTATOYHO

BEPHO UCIOJIb3YETCS
TEPMUHOJIOTHS, IPU 3TOM

XOpOIIO MPOTyMaHa,
HeﬁCTBHG BBITIOJIHACTCSA B




OTBET CaMOCTOSITEIIbHBIM,
WCIIOJIb30BaHbI paHee
MPUOOpPETEHHBIE 3HAHUS

ECJIOM OCO3HAHO

[1K-4 - CiocoGeH K aHaIn3y U3MEHEHUs YIpo3 0€30macHOCTH HH(OpMAIi aBTOMAaTU3UPOBAHHON
CHCTEMBI, BOSHUKAIOMINX B XO0JI€ €€ SKCIUTyaTalluu

[Inanupyemble |[lnaHupyeMblie pe3yJbTaThl 00yUeHHS MO TUCHUTLINHE

pE3yNbTaThI

o0OydeHus 1o

porpaMme
[1K-4.1: 3nars: [1K-4.2: YmeTs: [1K-4.3: Baagets (MMeTh

HAaBBIKH):

OCHOBHBIE YTPO3bI aHAIM3UPOBATh U3MEHEHUS |HaBbIKaMU aHAJIM3a
0e30MmacHOCTH yrpo3 6e30macHoCTH W3MEHEHHUS yTPo3
nHpopmaruu uHpopmaruu 0e30macHOCTH HH(POPMALIHH
ABTOMAaTU3UPOBAHHOU aBTOMAaTU3UPOBAHHON aBTOMaTU3UPOBAHHOU
CUCTEMBbI, BOSHUKAIOUINX |CHCTEMbI, BOSHUKAIOUINX B |CHCTEMbI, BOSHUKAIOIIUX B
B XOJI€ €€ IKCIUTyaTalluu |XOJ€ €€ dKCIUTyaTaluu XOJIe €€ IKCIUTyaTaluu

[Toporossrii Y CBOEHO OCHOBHOE Brmonusitores He Bce Bnanenue ne Bcemu

coJiepKaHue, HO
u3JaraeTcs
(bparMeHTapHO, HE BCET/1a
MOCJICIOBATENBHO,
ONpEACIICHUS MOHATHI
HEJIOCTaTOYHO YETKUE, HE
HCIIOJIL3YIOTCS B KAYECTBE
JI0Ka3aTeIbCTBA BHIBOJIBI
1 00001IeHUS 13
HaOJIIOIEHUH,
JIOTYCKAIOTCS OIIMOKHU B
WX U3JI0)KEHUH,
HETOYHOCTH B
npodeccnoHanbHOM

onepauuu JIeCTBuS,
JIOTIYCKal0TCs OIUOKY B
IIOCJIEI0BATEIbHOCTH UX
BBIIIOJIHEHMUS], IEUCTBUE
BBIITOJIHACTCA
HEJOCTATOYHO OCO3HAHHO

HEOOXOIMMBIMU HaBBIKAMH,
UMEIOLIHUICS OTIBIT
¢dparmeHTapeH

CrangapTHblii (B

OmnpenenenHust MOHATHM

Brinonusarorcs Bce

B uenom Binageuue

JIOTIOJTHEHHE K |1al0TCs HEIOJIHEIE, onepauuu, HEOOXOIMMBIMH HAaBBIKAMU
MIOPOTOBOMY) JIONYCKAETCS IIOCJIEIOBATEILHOCTD X W/UIU AIMEET OIBIT

HE3HAUUTEIbLHBIC BBLITTOJTHEHU S

HapyUIEHUS B COOTBETCTBYET

MOCJIEOBATEIHbHOCTH TpeOOBaHUSM, HO JIeHiCTBHE

H3JI0KCHUS, HEOOJIbIIINE |BBIIOIHSAECTCS

HETOYHOCTH IIpU HEJOCTAaTOYHO OCO3HAHHO

HCMOJIb30BAaHUM HAYYHBIX

KaTeropui,

(hOpMyIUPOBKHU
[ToBbiieHHBIM  |YETKO U MPaBUIBHO BrimonHsaioTcs Bce Bnanenue BceMu
(B TOTIOJTHEHHUE K|TatOTCS OTIPEIEIICHHS, onepanuu, HEOO0XOINMMBIMHU HaBBIKAMH
IIOPOTOBOMY, MOJIHO PACKPBIBAETCS MOCJIEOBATEIBHOCTh UX H/UIU UMEET OIBIT
CTaHJAPTHOMY) [cOoaep:KaHHe MMOHATHH, BBITTOJTHEHHS TOCTATOYHO

BEPHO UCIOB3YETCS
TEPMHUHOJIOTHS, TIPH ITOM
OTBET CaMOCTOSITENbHBIH,
WCTIOJIb30BaHBI PaHEee
PUOOPETEHHBIC 3HAHUS

XOpOLIO MTPOJyMaHa,
JefiCTBHUE BBITIOJIHAETCS B
LIEJIOM OCO3HAHO

6.3. IlacopT OLEHOYHBIX MATEPHAJIOB

n/n

HauMeHOBaHUE TEMBI
(pa3aesa) AMCUUNJINHBI

KonTposmnpyembie
IJIAHUpPYeMble

Bua xoHTpoJasi/ucnosb3yemMble
OlIEHOYHbIE CPeICTBA




pe3yJbTaThl 00y4eHust
B COOTHOIIIEHHH C
pe3yJbTaTamu Texymmii IIpomeKyTOUHBIH
00yueHus no
nporpamMmme
Pa3paboTka ceTeBbix IIK-1.1, IIK-1.2, IIK- OrecHKa JTOKIaJ0B; 3auer
MIPUIIOKCHUH, 1.3, I1IK-2.1, TIK-2.2, YV CTHBII/IUCEMEHHBIN
web-rexnomoruu [1K-2.3, I[1K-4.1, I1K- oTIpoc;
4.2, I1K-4.3 TectupoBanue;

IIpakTrueckue

3a/1a4H,

OncHka

KOHTPOJIBHBIX pabOT

(U1t 3204HOM (hOpMBI

00yJeHus).
Texunomorun obecneuenns |I1K-1.1, ITIK-1.2, TIK- O1leHKa JOKIIAAO0B,; 3auyer
0e30IMacCHOCTH 1.3, IIK-2.1, TIK-2.2, YV CTHBIM/TIMCHMEHHBIN
web-nipunoxennii u [1K-2.3, I[IK-4.1, I1K- oTIpoc;
METOBI OITUMU3ALNU 4.2, I1K-4.3 TectupoBanue;

IIpakTrueckue

3a/1a4H,

OrnecHka

KOHTPOJIBHBIX pabOT

(1151 3204HOM POpPMBI

o0y4deHus).

6.4.0neHOYHbIe MAaTEPHAJIbI IS TEKYLIEr0o KOHTPOJISA

IIpumepHasi TeMaTHKA T0KJIA10B

Pasznen nucuunanHbI

Tembl

PazpaboTka cereBbix
MIPUIIOKEHUH,
web-TexHoIornn

1. ApXuTeKTypa KIMEHT-CEPBEPHBIX MPUIIOKEHHUI: IPUHIIUIIBI U peaTU3aIHsl.
2. IlpoTokosnel nepeaauu faHHbIX B BeO-npunoxenusx: HTTP, HTTPS,
WebSocket.

3. Front-end pa3paboTka 1 6€301MacHOCTh: OCHOBHBIE YA3BUMOCTH U 3alllUTHbIE
MEpHI.

4. basbl TaHHBIX B BEO-NIPUIIOKEHUAX: 0€30MMaCHOCTh U 3aIUTa OT
SQL-urbeKImiA.

5. Pa3zpaboTka MOOMIIbHBIX BeO-TIPUIIOKEHUI: OCOOEHHOCTH M 0€30MaCHOCTb.

Texaomornm
obecnieueHUs
0e30macHOCTH
web-npunoxenuit n
METO/IBI OIITUMM3AIINHI

6. OCHOBBI 6€301TaCHOCTH BEO-TIPHIIOKEHHI: ayTeHTH(HUKAIINS, aBTOPU3ALIHS,
ayauT Oe30MacHOCTH.

7. 3amuTa ot BeO-ysa3BumocTeil: XSS (mexcaiitoBblit ckpunTuar), CSRF
(MexcalToBast MOAIEIKA 3alIPOCOB), UHBEKLIUN KOMaH/I.

8. llludporanue u 3amuTa JaHHBIX B BeO-pmiokennsx: HTTPS,
KpUNTOTpapruecKue aJropuTMbl, X3IIUPOBAHUE TTAPOJICH.

9. IIporuBoaeiicteue DDoS-arakam: MeTOIbI OOHAPYKCHUS U 3aITUTHI.

10. OnTuMu3zanus Nporu3BOAUTEIBHOCTH BEO-TIPUIOKEHUN IPU COXPAHEHU U
0€30MMacCHOCTH: K3LINPOBAaHUE, CKATHE TaHHBIX, ONTUMHU3AIUS 3apOCOB K 0aze
JAHHBIX.

Bonpocs! 1J1s1 YCTHOT0/MMCBMEHHOT0 OIPOCca

Pasznen nucuunjanHbI

Bonpochl

Pa3zpaboTka ceTeBbIx
MIPUJIOKEHUH,
web-rexnomoruu

1. Yro takoe npotokon HTTP? Kakue meTos1 3anipocoB Bl 3HaeTe?

2. Kakue OCHOBHBIE ySI3BUMOCTH MOTYT OBITh CBSI3aHbI C KJIMEHT-CEPBEPHOI
APXUTEKTYPOU BEO-TIPUITOKCHH?

3. Uto Takoe XSS (MeKcalTOBBIN CKPUITHUHT) U KaKUE MEPbI MOKHO MPUHSTH
JUIA 3alATHI OT HETO?




4. Kakue MeTo/ bl oOecnieueHus: 6€301acHOCTH MOYKHO TIPUMEHHUTH TIPH paboTe
¢ 0a3amMH TaHHBIX B BEO-TIPUIIOKECHUAX?

5. Kakne ocHOBHBIC pa3inuus MEXIy pa3padOTKON BEO-TIPUITOKESHHUH U
pa3paboTKOil MOOMIIBHBIX BEO-IPUIIOKESHUN?

TexHonoruu 6. UTo Takoe ayTeHTHU(HUKAIHS U aBTOPU3AIUS B KOHTEKCTE BEO-TIPUIIOKCHUH?
obecrniedeHus Kak oHu B3aMoIeHCTBYIOT MEXLy COO0M?

0e3omacHOCTH 7. Kakue OCHOBHBIC TUIIBI BeO-ysI3BUMOCTE Bbl 3HaeTe? [IpuBenuTe mpuMepbl
web-npunoxenuit u HX OPOSIBIICHUS.

MeToabl onTuMuzanuu  |8. Uto Takoe mudpoBaHUe TaHHBIX M KaKKE METOIbI (D poBaHUS
UCTOJIB3YIOTCS B BEO-TIPUITOKECHUAX?

9. Kakue Mepbl MOXKHO IPUMEHHUTH JJIs 3amuThl oT DDoS-arak
BEO-TIPUIIOKEHUIT?

10. Kakuie onTuMHU3aIMOHHBIC METOABI MOTYT OBITh UCIIOJIB30BaHbI JJIS
yIY4IIEHUS TPOU3BOAUTEIHLHOCTH BEO-TPUIIOKCHHMA MTPH COXPAHCHUH
0e3omacHoOCTH?

3ajanus 11 TECTUPOBAHUSA 1O IMCHUIJINHE JIJIs1 OlleHKH ¢()OPMHUPOBAHHOCTH KOMIIEeTEHIU (min
20, max 50 + ccplaky Ha IUOC ¢ TecTammn)
https://Ims2.sseu.ru/course/index.php?categoryid=1918

Kakoe u3 ciaenyromux yreepxkaeHuit 0 SQL-UHBEKIUAX SIBISETCS BEPHBIM?

a) SQL-UHBEKIMH HE MPEICTABIAIOT YIPO3bI 151 0€30IaCHOCTH BEO-TTPHIIOKCHUH.

b) SQL-uHBEKIINH BOSHUKAIOT TOJIBKO B CTAPBIX BEPCHAX 0a3 JaHHBIX.

C) SQL-MHBEKIIMK MOTYT TTO3BOJIUTh 3JI0YMBIIIJICHHUKY BBIIIOJIHUTH BPeIOHOCHBIN SQL-Kko1.

d) SQL-unbekiur MOTYT OBITh MPEAOTBPAIICHBI TOJIBKO C MOMOIIBIO (DU3UUECKON 3alUThI CepBepa.
(IpaBWIIBHBINA OTBET)

Uro Takoe XSS-araka?

a) ATaka, Ipu KOTOPOH 3JI0YMBIIIUICHHUK KPAJIET JIOTUH M MapoJib MOJIb30BATEIS.

b) Araka, mpu KOTOPOH 370yYMBINIICHHUK MOIyYaeT JOCTYI K 0a3e TaHHBIX BEO-TPUIIOKEHUS.

C) Artaka, TpH KOTOPOH B3IOYMBINUJICHHUK BHEIPSET BPEIOHOCHBI CKPUNT B BeO-CTpaHUILY,
0TOOpaKaeMylo y TOJIb30BATEISI.

d) Artaka, mpu KOTOPO# 3I0YMBINUIEHHUK moaMensieT IP-aapec cepBepa BeO-npuitokeHus. (MPaBUIbHBIH
OTBET)

Yro Takoe CSRF-ataka?

a) ATaka, IpU KOTOPOH 3JIOYMBIIUIEHHHK OCYIIECTBISET ayTeHTH(UKALHIO OT UMEHHU JAPYroro
10JIb30BATEIS.

b) Ataka, Ipy KOTOPOIt 37T0YMBIIUICHHUK OTIIPABIISET MOJIb30BaTENs Ha (asIbLIMBbINA BeO-CaT.

C) ATtaka, Mpu KOTOPOH 3JIOYMBIIIJIEHHUK MaHMUITYJIHPYET 3alpocaMu, OTIPABISEMBIMH OT HUMEHU
ayTeHTU(UIIUPOBAHHOTO MOJIb30BaTEIS.

d) Araka, Ipu KOTOPO# 3JIOYMBIIUICHHUK CKaHUPYET MOPThI BeO-cepBepa JUIsl MOUCKA YSI3BUMOCTEH.
(IpaBUIIbHBINA OTBET)

UTto Takoe UHBEKIUS Koja?

a) Ataka, Ipy KOTOPO 3JIOYMBINIJIEHHUK BBOJAUT HEKOPPEKTHBIE JaHHBIE B opMy Ha BeO-caiiTe.

b) Ataka, mpu KOTOPO# 3JIOYMBIIIJICHHUK TIEpEIaeT BPEAOHOCHBIA KOJ BEO-TIPUIIOKECHUIO, KOTOPOE €T0
BBITIOJTHSIET.

C) ATtaka, Ipu KOTOPOH 3II0yMBIIIJIEHHUK U3MEHSIET UCXOIHBIN KO/l BEO-TIPUIIOKEHUSI.

d) Ataka, Ipu KOTOPOH 3TOYMBIIIICHHUK (PU3NIECKH IIPOHUKAET B CEPBEPHOE MOMEIICHHE. (TIPaBUIIbHBIH
OTBET)

Kakas texnuka mmdpoBaHus oOecrneyMBaeT 3aUIUILECHHYIO Nepefady MaHHbIX MEXIY KIUCHTOM H
cepBepom?

a) MD5

b) AES
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c) Base64
d) SSL/TLS (mpaBuIbHBII OTBET)

Yro takoe nepenonnerue oydepa (buffer overflow)?

a) Ataka, Ipy KOTOPOU 3JI0YMBIIIJIEHHUK MPEBBIIIACT JIUMUT JIOCTYITHON NaMATH Ha CEpBEpE.

b) Ataka, mpu KOTOPO#i 37I0YMBIIIJICHHUK TTOJIy4aeT TOCTYI K 0a3e TaHHBIX BEO-MPHI0KECHUSL.

C) Ataka, nMpu KOTOPOH 3JTOYMBIINUICHHUK MEPENaeT BPEAOHOCHBIE JaHHBIC, MPEBBIIIAIONINE pa3Mep
Oydepa, BbI3bIBas MEpe3anuch MaMsTH.

d) Artaka, pu KOTOpOIi 3M0yMbIIIIICHHUK MaHumyupyeT HT TP-3anpocamu. (paBuIbHBIA OTBET)

Uro Takoe ayTeHTU(UKAIHS HA OCHOBE IBYX (haKTOPOB?

a) AyreHTu(UKaIMs, P KOTOPOH TOJIh30BATENb MPEIOCTABISECT JIBa Pa3HBIX JIOTUHA JIIS JOCTYMa K
BEO-TIPUIIOKEHHUIO.

b) Ayrentudukanus, mpyu KOTOPOH MOJIL30BATEb BBOAUT JIOTHH M [APOJIb, @ 3aTEM BBOJIUT YHUKAIbHBIN
KOJI, IOJTY9CHHBII Ha CBOM MOOWMIIBHBIN Tele(oH.

C) AyreHTH(]HKAIHS, TPU KOTOPOH IMOJIB30BATEIb TODKEH MPEJAOCTABHTH JBAa Pa3HBIX Mapos s
JI0CTyTa K BEO-IIPUIIOKEHHUIO.

d) AyreHTHdUKALMSA, IPH KOTOPO# MOJIb30BaTENb JODKEH OTBETUTh HA J[BA CJIOXHBIX MAaTEMAaTHYECKUX
BOIpoca. (IIpaBUJIbHBII OTBET)

Yro Takoe DD0S-araka?

a) ATaka, IpU KOTOPOH 3JI0YMBILIEHHUK BBOJUT HEKOPPEKTHBIE JaHHbIE B (opMy Ha BeO-caiite.

b) Artaka, mpu KOTOpPOW 3JIOYMBIIUICHHUK MaHHITYJIHPYET 3alpOCaMM, OTIPABISIEMBbIMH OT HUMEHHU
ayTeHTU()UIUPOBAHHOT'O 110JIb30BaTEIIS.

C) Artaka, Npu KOTOPOW 3JIOYMBIIIJIEHHUK OTIPABISIET OOJbIIOE KOJWYECTBO 3alPOCOB HAa CEPBEP,
neperpyxas ero u Jienas ero HeZJOCTYIHBIM JIJIs IESTUTUMHBIX [0JIb30BaTes e, (IPaBUIbHBIN OTBET)

d) Araka, mpu KOTOPOH 3JIOYMBIIUICHHHK BHEIPSCT BPEIOHOCHBI CKPUNT B BeO-CTpaHUILY,
oToOpaXkaeMylo y OJIb30BaTEISL.

Kakyro ponp urpaet xsmupoBaHue naposeil B 0e30macHOCTH BEO-TIPUIIOKEHHI?

a) XsmmpoBaHue mapojiei 3amumaeT oT SQL-HHBEKIHA.

b) XsmupoBanue naposeii obecreunBaeT 6€30MaCHy0 Mepeiavy JaHHBIX MEKIY KIHCHTOM U CEPBEPOM.
C) XdPUIMpOBaHUE MapoJiel JeNaeT MapoJid Hepaclo3HABAEMBIMH ISl 3JIOYMBILUIEHHUKOB B CIy4yae
yTeuKu 0a3bl JaHHBIX.

d) XosmupoBaHue mapojel 3amuinaeT oT nepedopa mapojei u oOecreunBaeT XpaHCHHE MapoJiei B
3amu(ppoBaHHOM BUjI€. (PAaBUIIHLHBINA OTBET)

Yro Takoe MeKCaTOBbIH CKpUnTHHT (XSS)?

a) ATaka, Ipyu KOTOPOW 3JI0YMBIIUIEHHUK MEpeAaeT BPEIOHOCHBIN KO BEO-TIPUIIOKEHHIO, KOTOPOE €ro
BBIITOJIHSET.

b) Araka, mpu KOTOPO¥ 370YMBINIIEHHUK OTIIPABIISAET MMOJIb30BATENs Ha (DAIbIITHNBBINA BEO-CAMT.

C) ATaka, pHu KOTOPOH 3JI0YMBIIIEHHUK KPAJET JIOTUH U MapoJib MOJIb30BATENS.

d) Araka, mpu KOTOPOH 3JOYMBIIUICHHHK BHEAPSAET BPEIOHOCHBI CKPUNT B BeO-CTpPaHUILY,
oToOpaXkaeMylo y NOJIb30BaTels. (MIPaBUILHBIA OTBET)

Yro Takoe aTaka Ha makeTbl B cetu (packet sniffing)?

a) ATaka, IpU KOTOPOH 3JOYMBILIUIEHHUK OCYIIECTBIISIET ayTeHTU(DUKAIMIO OT HMEHU JpYroro
MOJIb30BaTEJIs.

b) ATaka, mpu KOTOPO#i 37I0YMBIIIJICHHUK TOJIy4aeT TOCTYI K 0a3e TaHHBIX BEO-TMPHUI0KCHHUS.

C) ATaka, MpH KOTOPOW 3JOYMBIIIJICHHUK IE€PEXBATHIBACT U AHAIU3UPYET CETeBOH TpaduK C IENBI0
MoJIydyeHus: KoH(GUAeHIMaIbHOU HH(OpMaluU. (IPaBUIbHBIA OTBET)

d) Artaka, Ipu KOTOPO#i 3I0yMBIIICHHUK OTHPABIISIET MTOJIH30BATEI0 BPEIOHOCHBIE ITAKEThI TaHHBIX.

Yro Takoe aTaka Ha 0TKa3 B o0ciyxuBanuu (D0S)?

a) ATaka, Ipu KOTOPOH 3JI0YMBIIINICHHUK BBOJUT HEKOPPEKTHEIEC JaHHBIC B ()OpMY Ha BeO-caiiTe.

b) Ataka, mpu KOTOpPO# 3JIOYMBINUICHHUK OTIPABISICT OOJBIIOE KOJIUYSCTBO 3alpOCOB HA CeEpBep,
neperpyasi ero u Jienas €ro HeZJOCTYITHBIM JIJIS ISTUTUMHBIX MTOJIb30BaTes . (MPaBUIBHBINA OTBET)



C) ATtaka, Ip1 KOTOPOH 310yMbIIIJIEHHUK MaHunynupyer HT TP-3anpocamu.
d) ATaka, mpu KOTOPOW 3JIOYMBIIIJICHHHUK IEPEXBATHIBACT W AHAIM3HPYET CETEBOI TpaHK C LENbIO
NOJTy4eHUsl KOHPHUIECHIIMATbHON HH(OpMAIUH.

Yro Takoe MexcaiToBas nojyieika 3amnpoca (CSRF)?

a) Artaka, IpU KOTOPOH 3JIOYMBINUICHHHK OCYIIECTBIISICT AyTCHTU(HUKALUIO OT HMEHH JPYroro
MIOJIb30BATEJI.

b) Artaka, npu KOTOpOH 3JIOYMBIIUICHHUK IE€PEXBAThIBACT U aHAIM3HPYET CETeBOW TpaduK C EJbIo
MOJTy4YeHUs KOHPHUISHIIMATbHON HH(DOpMAIIH.

C) ATaka, MpH KOTOPOH 3JOYMBIIUICHHUK MaHMITYJIHPYET 3alpocaMH, OTIPABISIEMBIMH OT HWMEHHU
ayTeHTH()UIUPOBAHHOTO MOJIb30BaTENs. (TIPAaBUIIbHBINA OTBET)

d) ATaka, Ipu KOTOPOH 3JI0yMBIIUICHHUK OTIIPABJISET MOJIb30BaTelsl Ha (halbIIMBbINA BEO-CaT.

Urto Takoe ayTeHTHUUKAIUSA?

a) [Iporecc mpoBepKH MOUTMHHOCTH UICHTU(PUKAITMOHHBIX JaHHBIX MMOJIb30BaTeNs. (IPAaBUIbHBIN OTBET)
b) Ipouecc mudpoBanus MepeIaBaeMbIX JaHHBIX MEKIY KIHCHTOM M CEPBEPOM.

¢) [Iporecc KOHTPOJIS JOCTYTIA MTOJIB30BATENS K KOHKPETHBIM (DYHKITUSM BEO-TIPUIIOKCHHSL.

d) IIporiecc coxpaHeHHUs MOJIb30BATEIbCKUX JaHHBIX Ha CepBepe B 3an(ppOBAHHOM BH/IE.

Urto Takoe MpUBUIETUPOBAHHBIN JOCTYI?

a) Joctyn K BEO-TIPHIIOKEHUIO ¢ UCTIOJBL30BAaHUEM IPUBHIICTHPOBAHHOTO aKKAYHTa aIMUHUCTPATOPA.

b) Hoctym k 6a3e naHHBIX BEO-MPHIOKESHHUS O€3 aBTOPH3AIINH.

) Joctyn k KOHPUACHINATHFHOW HHPOPMAITUH TI0TH30BATEIIS O€3 €ro COrIacusl.

d) Hoctynm k (yHKHHAM U pecypcaM BeO-NPHIOKEHHUS, TPEOYIOMMM OCOOBIX MpaB U Pa3peliCHUi.
(TIpaBWIIbHBINA OTBET)

UYro Takoe MHBEKLUS KOMaHA?

a) ATaka, p1 KOTOPOH 3JI0YMBILIEHHUK BBOJUT HEKOPPEKTHBIE JJaHHbIE B (hopMy Ha BeO-caiite.

b) ATaka, mpu KOTOPO# 370YMBIIICHHUK TEpeaeT BPEIOHOCHBINH KO/ BEO-MPUIIOKEHHIO, KOTOPOE €ro
BBITIOJIHSET.

C) Araka, IpU KOTOPOM 3JOYMBIIUIEHHUK OCYIIECTBISIET ayTeHTH(PHUKAIUIO OT HMEHH JIPyroro
10JIB30BATEI.

d) Artaka, mpu KOTOPO#l 3JIOYMBIIUICHHHK BHEAPSCT BPEIOHOCHBIC KOMAHJbI IS BBIMOJHEHUS Ha
cepBepe. (IIpaBUIbHBIN OTBET)

Yro Takoe aTaka 4epe3 OTKPBITBIA PEIUPEKT?

a) Artaka, IpU KOTOPOH 3JIOYMBIIIJIEHHUK OCYLIECTBJISIET IE€pEHANpaBIeHUE I[0JIb30BaTeNsl Ha
BPEIOHOCHBII BeO-CailT.

b) ATaka, mpu KOTOPO#i 370YMBIIIJICHHUK TTOICIBIBACT HICHTH(HUKATOPBI CECCHIA TIOTb30BaTEICH.

C) Artaka, IpHU KOTOPOW 3JIOYMBIIIICHHUK HCIIOJIB3YeT OTKPBITHIE MOPTHI cepBepa sl MOJIY4YEeHUs
KOHTPOJISI HAJT HAM.

d) ATaka, mpu KOTOPO# 37I0yMBIIIJICHHUK HCIIONB3YET YSI3BUMOCTh B IIEpEHAIIPABICHUH Ha BeO-calTe st
BBITIOJTHEHUS BPETOHOCHBIX JIUCTBUH. (MIPaBUIIbHBIN OTBET)

Kaxkoe u3 cnenyromux yTBepKI€HNN 0 XU POBAHUU NApOJIEH SBISAETCS BEPHbIM?

a) X>1upoBaHKe maposieil siBisieTcst Heo0A3aTeIbHOW MepOoil 6e30MMacHOCTH BEO-TIPHIIOKEHUH.

b) XsmmpoBanue maposieil mMo3BoJsieT OE3BO3BPATHO MpPeoOpPa3oBaTh MApOJIb B HEPACIIO3HABAEMYIO
CTPOKY. (IpaBUIbHBIA OTBET)

) XoamupoBaHue apoJiel 3alnIaeT OT MEKCAUTOBOTO CKPUIITHHTA.

d) XsmupoBanue napoiei odecrieunBaeT 0€30MacHy0 Mepeaady JTaHHBIX MEXK/y KIMEHTOM U CEPBEPOM.

Yro Takoe aTaka Ha mepexsar ceccuu (Session hijacking)?

a) ATaka, TpH KOTOPOH 3JIOYMBIIUICHHHK OCYIIECTBISCT ayTeHTH()HUKANNWIO OT WMEHH APYroro
MOJIb30BATETIsI.

b) ATaka, mpu KOTOPO#i 37I0YMBIIIICHHUK TTOJIy4aeT JOCTYI K 0a3e TaHHBIX BEO-TMPHI0KCHHUSL.

C) ATtaka, TpH KOTOpPOW 3IOYMBIIUICHHHUK TIEPEXBAaThIBAET M HCIOIB3YET CECCHOHHBIC IaHHBIC
MOJTh30BaTes. (MMPaBUJIbHBINA OTBET)



d) Artaka, mpu KOTOPOH 3JIOYMBIIUICHHHK BHEIPSET BPEIOHOCHBIA CKPUNT B BeO-CTpPaHUILY,
0TOOpaKaeMYIO y TTOJIH30BATEIS.

Yro Takoe MPUHIMI HauMEHbIUX npuBMiIeruii (least privilege)?
a) IpuHIHKI, COTIACHO KOTOPOMY MOJIb30BATEIb JODKCH MMETh MAKCHMAlbHO BO3MOKHBIE TpaBa U

IIPHUBUIICTHUH.

b) I[NpuHUMI, COrIAaCHO KOTOPOMY BEO-NPHIOKECHUE IOJDKHO MPEAOCTABIATh JOCTYI TOJBKO K TEM
GyHKIUAM U pecypcam, KOTOpble HEOOXOAUMBI JIJIsl BBITIOJIHEHUS 3a]a4i. (IPaBUIIbHBINA OTBET)

¢) IlpuHUHMII, COTJIACHO KOTOPOMY JIOCTYI K BEO-TIPHIJIOKEHHIO JOJDKEH OBITh IMPEIOCTaBJICH TOJBKO
ayTeHTU(UIUPOBAHHBIM 10JIH30BATEIISIM.

d) IlpuHUHMI, COrNIACHO KOTOPOMY BEO-TIPUIIOKCHHE JOJDKHO XPaHUTh TOJBKO MHHUMAJIbHO
He0o0X0IMMYI0 HH(OPMAIIHIO O TTOJIB30BATEISIX.

Ipakruueckue 3agaun (Min 20, max 50 + ccpiky Ha YUOC ¢ IEKTPOHHBIM H3IaAHHEM, €CJIH

HMeeTcs)
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Pas3nen nucuunjanHbI

3agaun

Pa3paboTka ceTeBbIX
IIPUIIOKEHUH,
web-TexHooruu

1. Co3znmanme npoctoro BedO-caiita ¢ ucnonbzoBanuem HTML u CSS.

2. Pa3paboTKa KIMEHT-CEPBEPHOTO MPUIIOKEHHS C UCIIOJIB30BAaHHEM
nportokona HTTP.

3. Peanmu3zamus popmel BXxo1a Ha BeO-caifTe ¢ MPOBEPKOW NPaBUIIBHOCTH
BBEJICHHBIX JAHHBIX.

4. PazpaboTka MexaHn3Ma ayTeHTU(UKAINH [T0JIb30BaTesei Ha BeO-caiiTe.
5. Co3nanue BeO-IpHIIOKEHUS ¢ Mcnosib3oBanueM JavaScript u AJAX mis
OOHOBJIEHUS JaHHBIX HA CTpaHulEe 0€3 nepe3arpy3KH.

6. Peanu3anus 3ammThl OT MexxcaiiToBoro ckpuntunra (XSS) nHa Be0-caiite.
7. Pa3paboTka MexaHH3Ma YIpaBJIEHUSI CECCUSIMU B BEO-TTPHIIOKEHUU.

8. Nnrerpanus 6a3bl JaHHBIX B BEO-TIPUIIOKEHUE JUTSI XPaHEHUS
10JIb30BATEIbCKUX JTAHHBIX.

9. Pazpabotka RESTful API nist B3aumoaelcTBuS ¢ BEO-IPUIIOKEHUEM.

10. OnrTuMu3aIus MPOU3BOAUTEIBHOCTH BeO-caiiTa, BKIFOUas MHHUMHU3AIIUIO
1 00beMHEeHNE (PaiiIoB, KIIMPOBAHUE U CIKAaTHE JAHHBIX.

Texaomornm
obecrnieueHUs
0e30macHOCTH
Web-mpuIIoKeH i 1
METO/IbI OITUMM3ALNHI

11. Peanu3zanus MmexaHu3ma ABYX(aKTOPHON ayTeHTU(UKALIUY B
BEO-TPUIIOKEHUH.

12. Ananu3 u ycTpaHeHue ys3BUMOCTEH BeO-TIPUIIOKEHHUS C UCIIOTIB30BAHUEM
MHCTPYMEHTOB CKAaHMPOBAHUS YSA3BUMOCTEN.

13. Hacrpoiika SSL-ceptudukara n odecriedeHre 6€30MacHOTO COSTMHEHHS C
BeO-caiiTom.

14. PazpaboTka mexanu3Ma 3amuThl oT SQL-UHBEKINN B BEO-TTPUIIOKEHHUH.
15. TlpumMeHeHre METOI0B 3aIIUTHI OT MOJIEIKH MEXKCAaHTOBBIX 3aIIPOCOB
(CSRF) B BeO-TIprIIOKEHUH.

16. Ayaut 6e30macHOCTH BEO-TIPHIIOKEHHSI U BBISABICHHE OTEHIIMAIBHBIX
YSA3BUMOCTEM.

17. Pa3zpaboTka MexaHu3Ma pe3epBHOTO KOIMPOBAHMSI U BOCCTAHOBJICHHUS
JAaHHBIX B BEO-TIPUIIOKEHUH.

18. Mcnonb30BaHue HHCTPYMEHTOB OOHAPYKEHHSI U IPEOTBPALICHUS aTaK Ha
BeO-npuioxkeHus, Takux kak WAF (Web Application Firewall).

19. Pa3zpaboTka MexaHU3Ma JOTHPOBAHUS U MOHUTOPUHTA O€30MaCHOCTH
BEO-TIPUIIOKEHUS.

20. OnTuMH3anys TPOU3BOIUTEILHOCTH BEO-TIPHIIOKEHHS ITyTEM
ONTUMU3AIMHU 3aIIPOCOB K 0a3e JaHHbIX, KIIUPOBAHMSI U CHKATHsI TaHHBIX.

TemaTHuka KOHTPOJILHBIX PadOT

Pasznen nucuunjanHbI

Tembl

Pa3paboTka ceTeBbIx

1. Pazpabotka BeO-nipunoxkenus ¢ ucnoabzoBanueM HTML, CSS u JavaScript.
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MIPHUIIOKCHH, 2. Co31aHue KIMEHT-CEPBEPHOTO BEO-TIPUIIOKEHUS C UCIIOTB30BAHUEM
web-texHoNmOrHK npotokona HTTP.

3. Peanmmzanus MexaHn3Ma ayTeHTH()UKAIIMY ¥ aBTOPU3AINH B
BEO-TIPUIIOKECHUH.

4. PazpaboTtka ¢hopMbl BX0/1a ¢ TPOBEPKOM Ha 0€30MMaCHOCTh BBEACHHBIX
JTAHHBIX.

5. UnTerpanus 60a3bl JaHHBIX B BEO-TIPUIIOKECHUE JUTSI XPaHCHHS
M10JIb30BATEIIbCKHUX JIaHHBIX.

Texnonoruu 6. AHanu3 ys3BUMOCTEH BeO-IPUIIOKEHHS U pa3paboTKa Mep Mo UX
obecrieyeHus YCTpaHEHHUIO.

0€301acHOCTH 7. Pa3zpaboTka MexaHH3Ma 3alIUThl OT MEXKCAHTOBOTO CKpunTuHTa (XSS).
web-nipunoxennii u 8. Coznmanme mexanu3ma 3amuThl 0T SQL-UHBEKIUI B BEO-TIPHIIOKCHUU.

MeToibl onTuMu3anuu (9. Peanuzauus neyxdaxktopHoi ayreHTU(UKALNK B BEO-TIPUIIOKEHUH.
10. OnTuMu3aus NPOU3BOAUTEIBHOCTH BEO-TIPUIIOKEHUS ITyTEM
WCIIOJIB30BAHMSI KOIIMPOBAHUS U CKATUS JAHHBIX.

6.5. OueHouHble MaTepUAJbI JIs1 IPOMEKYTOUYHOI aTTecTAlNU

@oH/1 BONPOCOB /IJIs1 MPOBeJeHHsI MPOMEKYTOYHOT0 KOHTPOJIs1 B (hopme 3auera

Pa3nes qucuuninnel (Bonpocsl

Pa3paboTka ceTeBbIx 1. Yo takoe npotokon HTTP u kak on ucnonb3yercs B BeO-pa3padoTke?
MPUIIOKEHUH, 2. Pacckaxute o paznuuusax mexay HTTP u HTTPS.
web-rexnomoruu 3. Kakue ocHOBHBIC MHCTPYMEHTHI HCIIOIB3YIOTCS TIPU pa3padOTKe

BEO-TIPUIIOKEHU?

4. Yto takoe AJAX u KaKk OH MpUMEHSETCs B BeO-pa3paboTke?

5. Kak peanuszoBaTh MEXaHU3M ayTeHTH(UKALIUU OJIb30BaTENIEH B
BEO-TIPUIIOKEHUU?

6. UTo Takoe ceccus M Kak OHa UCHOJb3yeTcs B BeO-pazpaboTke?

7. PacckaxuTe 0 mpUHLIKIIE pabOThI U 0OCOOEHHOCTAX 0a3 TaHHBIX JIJIS
BEO-TIPUIIOKEHUH.

8. Kakue HHCTPYMEHTBI U TEXHOJIOTHH MOYKHO MCIIOJIB30BaTh IS
TECTUPOBaHUS 0€30MaCHOCTH BeO-TIPUITOKEHUI?

9. Yto Takoe Kpocc-cailToBbIi CKpUNTUHT (XSS) 1 KakuM 00pa3oM MOKHO
3alIUTUTHCS OT HEro?

10. Kakue MeTo1bl ONTUMHU3AIUH TPOU3BOAUTEIEHOCTH MOXKHO TIPUMEHUTH
pU pa3paboTKe BeO-NPUIIOKEHUI?

TexHomornu 11. Yro takoe ys3BUMOCTh SQL-NHBEKIINHU U KaK €€ NPeJOTBPaTUTh?
obecrieyeHus 12. Pacckaxute 0 MeXaHU3Max ayTeHTU(UKAIMY U aBTOPU3ALINU B
0€301acHOCTH BEO-TIPUIIOKEHHUSX.

web-nipunoxennii u 13. Yro Takoe 3ammuTa OT MexkcaiToBoro noaaensiBanus 3amnpoca (CSRF) u

METO/BI ONTHMH3AINN  |KaK OHa peaan3yercs?

14. Kakue MeTo1bl IH(PPOBAHUS JAHHBIX IPUMEHSIOTCS 1S 0OecneueHus
0€30MacHOCTH BEO-TIPUITOKECHHH?

15. Yto Takoe ys3BUMOCTb K BHeApeHHto koja (Code Injection) u kak ee
MPEAOTBPATUTH?

16. KakuMm 00pazomM MOKHO 3alIUTUTh BEO-TIPUIOKEHUE OT aTaku
nepenosinenus 0ydepa (Buffer Overflow)?

17. Pacckaxute 0 MexaHM3Max OOHapyXeHus 1 npeaoTspanienus DDoS-arak.
18. Kakue MeTo1bl ONITUMHU3AINH ITPOU3BOUTEIIEHOCTH MOXKHO TIPUMEHUTH
JUIs1 BEO-TIPUIIOKEHUN?

19. Yto Takoe K3MMpPOBaHUE U KaK OHO MOXKET OBITh UCTIONB30BaHO IS
ONITUMU3AIMH BEO-TIPHIIOKCHUNA?

20. KakuM 006pa3zoM MOXHO 00ecriednTh 0€30MacHOCTh MepeIayn TaHHBIX
MEXy KIIMEHTOM U CEpPBEPOM B BEO-TIPHIIOKEHUH?

6.6. llIkaapl 1 KPUTEPUH OLEHUBAHUSA MO (POPMAM TEKYIIero KOHTPOJIS U POMeKYTOUYHOH



arTecTalumn
IIkana u KpuTepuu olleHUBAHUS

Ounenka Kpurepun ouneHuBaHus 1J MEPONPUATHH KOHTPOJISI C TPUMEHEeHHeM
2-X 0aJLTIbHOM CHCTEMBI
«324YTEHO» IIK-1, TIK-2, T1IK-4
«He 32a4TEeHO0» Pesynbrarel 00yueHust He chOpMHUPOBAHBI HA ITOPOTOBOM YPOBHE




